1.1

1.2

1.3

DATA PROCESSING AGREEMENT (DPA)

Between , below referred to as
"Controller", and SMART Technologies ULC,
below referred to as "Processor".

Background and purpose

According to Regulation (EU) 2016/679 of the
European Parliament and of the Council of 27
April 2016 on the protection of natural persons
with regard to the processing of personal data
and on the free movement of such data, and
repealing Directive 95/46/EC ("GDPR"), it is
required to have a written agreement between
the Controller and the Processor that governs
the processing of personal data that the
Processor shall pursue on behalf of the
Controller. In this case, the Controller is a
Processor authorized reseller who will be
providing the Processor (i.e., SMART) with
point of sale (POS) customer purchase data.

This DPA between the Controller and the
Processor ("Parties") regulates the outset
obligations that the Processor shall have
when processing personal data on behalf of
the Controller. The purpose of this agreement
is to ensure that the Processor processes
personal data in accordance with the
Controller's instruction and applicable law,
which includes applicable law within EU/EEC,
different regulations and decisions issued by
authorities and recommendations from the
European Data Protection Board that are
applicable when processing personal data
within the scope of the DPA.

The Processor in this DPA shall have its own
relationship with its end users. No student
data should be provided to Processor from the
Controller.
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1.1

1.2

1.3

PERSONUPPGIFTSBITRADESAVTAL

Mellan ) (nedan
"Personuppgiftsansvarig"), och SMART
Technologies ULC, (nedan
"Personuppgiftsbitradet").

Bakgrund och syfte

Enligt Europaparlamentets och radets

forordning (EU) 2016/679 av den 27 april 2016
om skydd for fysiska personer med avseende
pa behandling av personuppgifter och om det
fria flodet av sa&dana uppgifter och om
upphavande av direktiv 95/46/EG (allman
dataskyddsférordning)
("Dataskyddsforordningen™) sa &ar det
nddvandigt att uppratta ett skriftligt avtal
mellan den Personuppgiftsansvarige och ett
Personuppgiftsbitradet som reglerar
behandlingen av personuppgifter som utférs
av Personuppgiftsbitradet for den
Personuppgiftsansvariges rakning. | detta fall
sa ar den Personuppgiftsansvarige en av
Personuppgiftshitradet auktoriserad
aterforsaljare som kommer att tillhandahalla
Personuppgiftsbitradet (dvs. SMART) med
uppgifter om kunders kép vid
forsaljningsstallet.

Detta personuppgiftsbitrddesavtal ("PuB-
avtal") mellan den Personuppgiftsansvarige
och  Personuppgiftshitradet  ("Parterna”)

reglerar de skyldigheter som
Personuppgiftsbitradet som utgangspunkt ska
understéllas  nar  Personuppgiftsbitradet

behandlar personuppgifter for den
Personuppgiftsansvariges  rakning. Syftet
med detta avtal &ar att sakerstilla att
Personuppgiftsbitradet behandlar
personuppgifter i enlighet med den
Personuppgiftsansvariges instruktioner och
tillamplig lag, vilket inkluderar tillamplig lag

inom EU/EES, olika regler och beslut
utfardade av myndigheter samt
rekommendationer fran Europeiska

dataskyddsstyrelsen som ar tillampliga pa
behandling av personuppgifter inom ramen for
PuB-avtalet.

Personuppgiftsbitradet ska ha en egen
relation med sina slutanvandare. Den
Personuppgiftsansvarige ska inte
tillhandahalla Personuppgiftsbitradet med
uppgifter om studenter.
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3.1

3.2

3.3

3.4

3.5

Definitions

The definitions set-out in this DPA shall have
the corresponding definitions as stated in the
GDPR and stated herein.

Processing of personal data

The Parties have entered into this DPA to
govern the terms and conditions for the
Processor's processing of personal data
pursuant to the applicable Processor’'s Terms
of Service and Privacy Policy ("TOSP") which
should be pursued by the Processor on behalf
of the Controller.

The Processor and persons that act on behalf
of the Processor may process personal data
only in accordance with the DPA and any
additional written instructions that the
Controller may provide from time to time.

The Processor shall only process personal
data in order to fulfil their obligations
according to the TOSP. If the Processor has
not received instructions or is uncertain of the
purpose of processing that is needed in order
to perform a certain task that means or could
mean processing of personal data, shall that
Processor, without undue delay, inform the
Controller about the matter and wait until
further instructions are provided from the
Controller.

The Processor shall at any given time follow
the Processor's obligations according to
applicable law and stay informed about such
obligations regarding the processing of
personal data according to the DPA. The
Processor shall also at any given time follow
the codes of conduct or certification that the
Processor has committed to follow. The
Processor shall at least, within the scope of
this DPA, nominate an appropriate contact
person for specific data protection issues.

The Processor commitments to follow
applicable law, which shall, in all cases, be
interpreted in relation to the nature of the
Processor's services and typically means that
the processor shall not in its sole discretion
collect personal data or use personal data for
any other purpose other than to fulfil the
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3.1

3.2

3.3

3.4

3.5

Definitioner

De definitioner som anvands i detta PuB-avtal
ska ha den inneb6rd som anges héri och i
Dataskyddsfoérordningen.

Behandling av personuppgifter

Parterna har ingatt detta PuB-avtal for att
reglera Personuppgiftsbitradets behandling
av  personuppgifter mot bakgrund av
Personuppgiftsbitradets tillampliga villkor och
integritetspolicy ("Huvudavtalet”) som ska
efterlevas av  Personuppgiftsbitradet &
Personuppgiftsansvarigs vagnar.

Personuppgiftsbitradet och de som handlar for
Personuppgiftsbitréadets réakning ska behandla
personuppgifter enbart i enlighet med detta
PuB-avtal samt andra vytterligare skriftliga
instruktioner som den
Personuppgiftsansvarige kan komma att ge
fran tid till annan.

Personuppgiftsbitradet ska enbart behandla
personuppgifter for att uppfylla sina
ataganden  enligt  Huvudavtalet. Om
Personuppgiftsbitradet inte har mottagit
instruktioner eller ar osaker pa &andamalet
med behandling som &ar nédvandig for att
utféra en viss uppgift som inbegriper eller som
kan inbegripa behandling av personuppgifter
s& ska Personuppgiftsbitradet, utan onédigt

drojsmal, informera den
Personuppgiftsansvarige om detta samt
invanta instruktioner fran den

Personuppgiftsansvarige.

Personuppgiftshitradet ska efterleva den
Personuppgiftsansvariges skyldigheter enligt
tilamplig lag samt halla sig informerad om
sadana skyldigheter rérande behandlingen av
personuppgifter enligt detta PuB-avtal.
Personuppgiftshitradet ska aven efterleva de
uppférandekoder eller certifieringar som
Personuppgiftsbitradet har forbundit sig till att
folja. Personuppgiftsbitradet ska atminstone,
inom ramen for detta PuB-avtal, nominera en
lamplig kontaktperson for vissa
dataskyddsfragor.

Personuppgiftshitradets &taganden till att
efterleva tillamplig lag, som i alla situationer
ska tolkas i forhallande till typen av tjanster
som Personuppgiftsbitradet tillhandahaller
och innebar typiskt satt att
personuppgiftsbitradet inte efter eget omdéme
ska samla in personuppgifter eller anvanda
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a)

b)

c)

d)

3.6

3.7

3.8

4.1

agreed delivery according to the main reseller
agreement. The Processor shall not, in any
event, without an order from a relevant
authority or mandatory law:

collect or disclose personal data from or to any
third party, if the Parties have not agreed
anything else in writing,

change the method for processing personal
data that would increase the risk for the data
subjects fundamental freedoms and rights,
copy or recreate personal data for the
Processor's sole use, or

in any other way process personal data for
purposes other than the ones that are stated

in the Main TOSP and appurtenant
appendices.
The Processor shall take all reasonable

measures that are required according to
article 32 in the GDPR. The additional
measurements that should be taken into
account are stated in the appended
instructions from the Controller.

The Processor shall assist the Controller by
taking suitable technical and organisational
security measures, to the extent possible, to
enable the Controller to perform its obligations
as a Controller and its obligations in relation to
requests regarding the exercise of the data
subjects rights in accordance with Chapter 1lI
of the GDPR.

The Processor shall assist the Controller in
ensuring that the obligations as stated in
articles 33-36 in the GDPR can be fulfilled,
taking into consideration the type of
processing and the information that the
Processor has access to.

Records of processing activities

The Processor or its representative shall
maintain a record regarding all categories of
processing activities carried out on behalf of
the Controller. The record must contain, at a
minimum, the following information:
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a)

b)

c)

d)

3.6

3.7

3.8

4.1

personuppgifter for ndgot annat Andamal &an
att fullgbra leverans i enlighet med det
huvudsakliga aterforsaljaravtalet.
Personuppgiftsbitradet ska inte under nagra
omstandigheter utan beslut frdn relevant
myndighet eller om det inte krévs enligt
tvingande lag:

samla in eller lamna ut personuppgifter fran
eller till tredje part, om inte Parterna skriftligen
har kommit 6verens om annat,

andra metoden for behandlingen av
personuppgifter som skulle 6ka risken for de
registrerades fri- och rattigheter,

kopiera eller aterskapa personuppgifter for
Personuppgiftsbhitradet nyttjande for egen
rékning, eller

pa nagot annat satt behandla personuppgifter
for andra andamal &an de som anges i
Huvudavtalet med tillhérande bilagor.

Personuppgiftshitradet ska vidta samtliga
rimliga atgarder som kravs i enlighet med
artikel 32 Dataskyddsforordningen. De
ytterligare atgarder som ska tas i beaktande
anges i den bilagda instruktionen fran den
Personuppgiftsansvariga.

Personuppgiftsbitradet ska  bistda  den
Personuppgiftsansvarige genom att vidta
lampliga tekniska och  organisatoriska
sakeretsatgarder, i den man det ar mojligt, sa
att den Personuppgiftsansvarige kan fullgéra
sina  skyldigheter i egenskap  av
personuppgiftsansvarig och sina skyldigheter
i forhallande till begaran om utévande av de
registrerades réttigheter enligt kapitel Il i
Dataskyddsforordningen.

Personuppgiftsbitradet ska  bista  den
Personuppgiftsansvarige med att se till att att
skyldigheterna enligt artikel 33-36
Dataskyddsforordningen kan fullgéras med
beaktande av typen av behandling och den
typ av information som Personuppgiftsbitradet
har tillgang till.

Register dver personuppgiftsbehandling
Personuppgiftsbitradet eller dess foretradare
ska fora ett register over alla kategorier av

behandling som Personuppgiftsbitradet utfor
for den Personuppgiftsansvariges rakning.
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a)

b)

d)

e)

4.2

4.3

5.1

name and contact details of the Processor or
any retained sub-processor, for the Controller
and for the Controller's or the Processor's
representative and the data protection officer;

the categories of processing which will be
carried out on behalf of the Controller;

the categories of recipients to whom the
personal data has been, or will be, disclosed,
including recipients in third countries or, where
applicable, international organisations;

documentation of suitable safeguards that
have been taken, if any personal data is
transferred to a third country that is not
included in a decision which contains
applicable provisions regarding an adequate
security level or appropriate security
measures, and

where applicable, a general description of the
technical and organisational security
measures taken by the Processor according
to applicable law.

The Processor, shall make such records
available to the Controller upon request or
relevant supervisory authority containing the
above content.

If a data subject, upon the exercise of their
rights, requests a record over the processing
of their personal data, the Processor shall,
after consultation with the Controller, upon
request from the data subject or the Controller
make such records available regarding such
processing with the contents and in a way that
is in line with applicable law.

Confidentiality and security measures

The Processor shall implement necessary
technical and organisational safeguards in
accordance with applicable law and thereby
establish appropriate technical and
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a)

b)

d)

e)

4.2

4.3

5.

51

Registret ska innehalla &tminstone foljande
information:

namn och kontaktuppgifter for
Personuppgiftsbitradet eller eventuella
anlitade underbitraden, for den
Personuppgiftsansvarige samt fér den
Personuppgiftsansvariges eller

Personuppgiftsbitradets  foretrddare  och

dataskyddsombudet,

de kategorier av behandling som kommer att
utféras for den Personuppgiftsansvariges
rékning,

de Kkategorier av mottagare till vilka
personuppgifter har, eller kommer att, lAmnas
ut till, inklusive mottagare i tredje land eller,
nar det &r tillampligt, internationella
organisationer,

dokumentation av lampliga skyddsatgéarder
som har foretagits i det fall personuppgifter
overfors till tredje land som inte omfattas av ett
beslut innehdllande tillampliga bestammelser
om adekvat skyddsnivd eller lampliga
skyddsatgarder, samt

om mdjligt, en allman beskrivning av de
tekniska och organisatoriska
sakerhetsdtgarder som  vidtagits av
Personuppgiftshitradet enligt tillamplig lag.

Personuppgiftshitradet ska tillse att sadana
register pa begéaran tillgangliggors for den
Personuppgiftsansvarige eller for relevant
tilsynsmyndighet under ovan beskrivna
forutséattningar.

Om en registrerad vid utdvandet av dennes
rattigheter begdr ut ett register dver
behandlingen av dess personuppgifter s& ska
Personuppgiftshitradet, efter att ha samradit

med den Personuppgiftsansvarige, vid
mottagande av en begaran fran den
registrerade eller den

Personuppgiftsansvarige tillhandahalla
sadana register 6ver sddan behandling med
det innehall och pa sadant satt som foreskrivs
enligt tillamplig lag.

Konfidentialitet och sakerhetsatgarder
Personuppgiftshitradet ska implementera
nodvandiga tekniska och organisatoriska

sakerhetsatgarder i enlighet med tillamplig lag
for att darmed kunna genomfdra lAmpliga
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5.2

5.3

5.4

organisational measurements in order to
protect personal data from unintentional or
unlawful destruction, loss, or modification,
from unauthorised disclosure, or from
unauthorised access to the personal data
which is transferred, stored, or otherwise
processed mainly when the processing
contains alignment or data over networks
and/or any other unlawful processing. When
assessing the appropriate security level,
certain regards shall be taken to the risks that
the processing results in, especially
unintentional or unlawful destruction, loss, or
modification, from unauthorised disclosure to
personal data.

The Processor undertakes to process the
personal data under strict confidentiality and
will not disclose or make personal data
accessible to any third party, if an approval
has not been provided prior to this DPA or in
any other way is required according to
applicable law or for the execution of this DPA.

The Processor undertakes to secure that only
relevant employees are allowed to gain
access to the personal data the belongs to the
Controller in order to fulfil the Processor's
obligations under this DPA. The Processor
shall ensure that the employees who are
authorised to process personal data covered
by this DPA are subject to confidentiality,
either by law or an agreement, which should
at least correspond to the confidentiality
provisions in which are stipulated in this DPA.
The Processor shall also ensure that the
employees understand the meaning of the
confidentially stipulated in this DPA. The
confidentially that the Parties undertake in the
DPA also applies during a period of time after
this DPA has expired. However, it shall only
apply to a period of time that is stated in
applicable law.

The Processor may not without (i) the
Controller's prior written consent, and (ii) after
securing that such transfer is carried out in
accordance with applicable law, transfer
personal data outside of the EU/EEA or to a
country that is not included in the list of
exempted countries against such transfer
according to applicable law. This prohibition is
also subject to technical support, maintenance
and similar services.
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5.2

5.3
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tekniska och organisatoriska atgarder for att
skydda personuppgifter frAn oavsiktlig eller
otilldten forstéring, forlust eller andring samt
fran obehorigt rojande eller obehorig tkomst
till personuppgifter som 6verférs, lagras eller
pa annat satt behandlas, framforallt nar
behandling innebar justering eller uppgifter
mellan néatverk och/eller annan otillaten
behandling. Vid bedémningen av den lampliga
sékerhetsnivan ska viss hansyn tas till den
risk som behandlingen medfor, sarskilt
oavsiktlig eller otilldten forstoring, forlust eller
andring eller obehdrigt rojande av
personuppgifter.

Personuppgiftsbitradet atar sig att behandla
personuppgifter under strikt konfidentialitet
och ska inte utlamna till eller tillgangliggdra
personuppgifter for tredje part férutom i de fall
godkannande har givits innan Parternas
ingdende av detta PuB-avtal eller pad nagot
annat satt maste ges i enlighet med tillamplig
lag eller for verkstallandet av detta PuB-avtal.

Personuppgiftsbitradet atar sig att sakerstélla
att enbart relevanta anstéllda har tillgang till
de personuppgifter som  tillhér den
Personuppgiftsansvarige fér att fullgora
Personuppgiftshitradets ~ ataganden enligt
detta PuB-avtal. Personuppgiftsbitradet ska
sékerstalla att anstallda som &ar behoriga att
behandla personuppgifter inom ramen for
detta PuB-avtal &r bundna av sekretess

genom lag eller avtal vilket minst ska
motsvara de sekretessataganden som &r
angivna [ detta PuB-avtal.

Personuppgiftsbitradet ska aven tillse att de
anstallda ar inforstadda med
sekretessatagandena i detta PuB-avtal. De
sekretessataganden som Parterna atar sig
enligt PuB-avtalet galler &ven under viss tid
efter det att detta PuB-avtal har slutat gélla,
dock enbart under sadan period som anges i
tillamplig lag.

Personuppgiftsbitradet far inte utan (i) den
Personuppgiftsansvariges foregéende
skriftiga medgivande och (ii) efter att ha
sakerstéllt att sadan Overforing utfors i
enlighet med tillamplig lag Overfora
personuppgifter utanfor EU/EES eller till ett
land som inte ingar i den lista av lander som
ar undantagna fran sadan overforing i enlighet
med tillamplig lag. Detta forbud galler aven for
teknisk support, underhall och liknande
tjanster.
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6.1

6.2

6.3

6.4

6.5

6.6

Audit and request for information

The Processor shall without undue delay
inform the Controller about potential contacts
with relevant supervisory authority or any
other authority regarding the processing of
personal data. The Processor is not allowed to
represent the Controller or in any way act on
behalf of the Controller against relevant
supervisory authority or any third party without
a written consent from the Controller.

The Processor shall grant the Controller, or
any third party mutually authorised by the
Parties, access to all non-confidential
information which is required and necessary
to enable the Controller to verify and audit the
Processor's compliance with the obligations
that are stated in this DPA, the GDPR and any
other regulation. The Processor shall also
enable and assist in audits, including
inspections, which are conducted by the
Controller or by a third party authorised by the
Controller.

The Processor is entitled to compensation
from the Controller to compensate for
reasonable direct cost that the Processor has
suffered due to such audit or inspection.

The Processor shall grant the Controller
access to all non-confidential information
which is required and necessary to enable the
Controller to verify compliance with the
obligations that follow from this DPA and that
the processing fulfils requirements according
to applicable law.

In cases where a data subject, relevant
supervisory authority or any other third party
reqguests information from any of the Parties in
respect of personal data, the Parties shall
cooperate and exchange information in to the
required extent.

The Processor may not disclose information
where the Processor has not obtained a
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6.1

6.2

6.3

6.4

6.5

6.6

Granskning och begéaran om information

Personuppgiftsbitradet ska utan onddigt
drojsmal informera den
Personuppgiftsansvarige om eventuell
kontakt med en relevant tillsynsmyndighet
eller andra myndigheter rérande
behandlingen av personuppgifter.
Personuppgiftsbitradet far inte foretrada den
Personuppgiftsansvarige eller pd nagot satt
agera handla for den
Personuppgiftsansvariges réakning i
forhallande till en relevant tillsynsmyndighet
eller tredje part utan skriftligt medgivande fran
den Personuppgiftsansvarige.

Personuppgiftsbitradet ska ge den
Personuppgiftsansvarige, eller en av Parterna
gemensamt utsedd behorig tredje part,
tillgang till all icke-konfidentiell information
som behdvs och &r nddvandig for att den
Personuppgiftsansvarige ska kunna verifiera
och granska Personuppgiftsbitradets
efterlevnad av de ataganden som framgar av
detta PuB-avtal, Dataskyddsforordningen och
Ovriga lagar och regler.
Personuppgiftshitradet ska aven mojliggora
och bidra till granskningar, inbegripet
inspektioner, som genomférs av den
Personuppgiftsansvarige eller tredje part som
bemyndigats av den
Personuppgiftsansvarige.

Personuppgiftsbitradet har ratt till erséattning
fran den Personuppgiftsansvarige for rimliga
direkta kostnader som Personuppgiftsbitradet
har drabbats av p& grund av sadan
granskning eller inspektion.

Personuppgiftsbitradet ska ge den
Personuppgiftsansvarige tillgang till all icke-
konfidentiell information som behdvs och som
ar nodvandig for att mojliggora for den
Personuppgiftsansvarige att verifiera
efterlevnad med de skyldigheter som framgar
att detta PuB-avtal och att behandlingen
uppfyller de krav som stélls enligt tillamplig
lag.

Om en registrerad, relevant tillsynsmyndighet
eller annan tredje part begéar information frén
nagon av Parterna gallande personuppgifter
sa ska Parterna samarbeta och utbyta
information i sadan utstrackning som &r
nddvandig.

Personuppgiftsbitradet far inte lamna ut
information om det inte féljer av en skyldighet
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7.1

7.2

7.3

7.4

8.1

written consent from the Controller to do so,
or, other than if such obligation is mandatory
according to applicable law or an order from
any relevant authority.

Sub-processors

The Processor may not retain sub-processors
to process personal data on behalf of the
Controller without informing the Controller in
written form that the Processor will retain a
sub-processor thirty (30) days prior to such
engagement.

In the event that the Processor retains a sub-
processor for the processing of personal data,
the Processor shall impose the same
undertakings and obligations which follow this
DPA. The Processor shall also undertake to
make sure that the sub-processor respects
and follows the terms that are applicable
under this Data Processor TOSP and
otherwise follow by applicable law.

In the event that the Processor in accordance
with this DPA, retains a sub-processor, the
Processor shall ensure that the agreement
between the Processor and the sub-processor
is construed in such way that the sub-
processor is also bound by this DPA as well
as the requirements stated in this agreement
and applicable law. In the event the sub-
processor fails to fulfil its obligations, the
Processor shall bear full liability towards the
Controller for the performance of such sub-
processor's obligations. The Processor shall,
from time to time, maintain an updated list of
the sub-processors who may be retained. At
the Controller's request, the Processor shall
submit a copy of the list to the Controller.

The Controller, or any party authorised by the
Controller, has the right to be assisted by the
Processor when conducting an inspection or
audit regarding the processing of personal
data that is performed by the retained sub-
processor.

Personal data breach

In the event that the Processor suspects or
detects any type of security breach such as
unauthorised access, destruction, change to
personal data or anything, or if the Processor
for any reason cannot fulfil the undertakings
and obligations in this DPA, shall the
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7.1

7.2

7.3

7.4

8.1

i tvingande lag eller foérelaggande frdn en
relevant myndighet eller annars utan den
Personuppgiftsansvariges skriftliga samtycke.

Underbitraden

Personuppgiftsbitradet ska skriftligen och med
trettio (30) dagars varsel informera den
Personuppgiftsansvarige innan
Personuppgiftsbitradet avser att anlita ett
underbitrade for att behandla personuppgifter
for den Personuppgiftsansvariges rakning.

Om  Personuppgiftsbitrddet  anlitar  ett
underbitrade for att behandla personuppgifter
s4 ska Personuppgiftshitradet tillse att
underbitrddet &r bundet av minst de
ataganden och skyldigheter som féljer av
detta PuB-avtal. Personuppgiftshitradet ska
aven tillse att underbitradet efterlever de
villkor som galler enligt Huvudavtalet samt i
Ovrigt vad som foljer av tillamplig lag.

| det fall att Personuppgiftsbhitradet anlitar ett
underbitrade i enlighet med detta PuB-avtal
ska Personuppgiftsbitrddet sakerstalla att
underbitrddet  genom  avtalet  mellan
Personuppgiftsbitradet och underbitradet blir
bunden av detta PuB-avtal samt de krav som
framgar av detta avtal och tillamplig lag. Om
underbitradet inte fullgor sina skyldigheter ska
Personuppgiftsbitradet vara fullt ansvarig
gentemot den Personuppgiftsansvarige for
utférandet av underbitrddets skyldigheter.
Personupgiftsbitradet ska fran tid till annan
fora en uppdaterad lista med de underbitraden
som kan komma att anlitas.
Personupgiftsbitradet ska vid forfragan skicka
en kopia av listan till den
Personuppgiftsansvarige.

Den Personuppgiftsansvarige, eller annan av
Personuppgiftsansvarig utsedd tredje part,
har ratt att begara att Personuppgiftsbitradet
ska bidra till utférandet av en inspektion eller
granskning av behandlingen av
personuppgifter som utférs av ett anlitat
underbitrade.

Personuppgiftsincident

Om Personuppgiftsbitradet misstanker eller
upptacker nagon form av sakerhetsincident,
sadsom obehorig tillgang till, eller forstoring
eller &ndring av, personuppgifter eller annat,
eller i det fall Personuppgiftsbitradet av nadgon
anledning inte kan fullgora sina ataganden
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8.2

a)

b)

c)

d)

8.3

a)

b)

8.4

Processor immediately investigate the
incident and take appropriate measures in
order to mend the incident and prevent any
recurrence of such events.

The Processor shall without undue delay
notify the Controller, after the Processor has
learned of a personal data breach and shall
after this breach provide the Controller with
on-going information about the breach as
information about the breach becomes
accessible to the Processor. The noatification
shall at least contain the following:

a description of the nature of the personal data
breach, if possible, the categories and
approximate number of affected data
subjects, and the categories and approximate
numbers of affected personal data records;

provide the name of and the contact
information to the data protection officer or
other contact points where more information
can be found,

description of the likely consequences of the
personal data breach, and

a description of the measures that the
Processor has taken or proposed in order to
remediate the breach, comprised of, when
appropriate, measurements in order to
mitigate the potential negative effects.

The Processor shall immediately inform the
Controller if;

the Processor retains knowledge of
processing of personal data that contradicts
the Controller's instruction or this DPA, and/or

the Processor considers that an instruction
contradicts applicable law.

If a certain type of processing, especially in
regard to the use of new technology and
considering the type, extent, context and
purpose, may probably lead to a high risk for
physical persons rights and freedoms shall the
Processor, before the processing is
performed, assist the Controller in the
assessment of the planed processed
consequences for the protection of personal
data.

431634_1

8.2

a)

b)

c)

d)

8.3

a)

b)

8.4

och skyldigheter i enlighet med detta PuB-
avtal s& ska Personuppgiftsbitradet
omedelbart undersdka incidenten och vidta
lampliga atgarder for att atgarda incidenten
samt forhindra att sddan handelse upprepas.

Personuppgiftsbitradet ska utan onddigt
drojsmal meddela den
Personuppgiftsansvarige  efter det att
Personuppgiftsbitradet har fatt kannedom om
en personuppgiftsincident och ska ge den
Personuppgiftsansvarige I6pande information
rérande incidenten i takt med att information
blir tillganglig fér Personuppgiftsbitradet.
Sadant meddelande ska atminstone:

beskriva personuppgiftsincidentens art
inbegripet, om mdjligt, de kategorier av och
det ungeféarliga antalet registrerade som
berbérs samt de Kkategorier av och det
ungefarliga antalet personuppgiftsposter som
berdors,

formedla namnet pd och kontaktuppgifterna
for dataskyddsombudet eller andra
kontaktpunkter dar mer information kan
erhallas,

beskriva de sannolika konsekvenserna av
personuppgiftsincidenten, och

beskriva de atgarder som
Personuppgiftsbitradet har vidtagit eller
foreslagit for att atgarda incidenten,

inbegripet, nar det ar lampligt, atgarder for att
mildra dess potentiella negative effekter.

Personuppgiftsbitradet  ska  omedelbart
informera den Personuppgiftsansvarige om:

Personuppgiftsbitradet  far vetskap om
personuppgiftsbehandling som star i strid med
den Personuppgiftsansvariges instruktioner
eller detta PuB-avtal och/eller,

Personuppgiftsbitradet anser att en instruktion
skulle std i strid med tillamplig lag.

Om en viss typ av behandling, sérskilt med
anvandning av ny teknik och med beaktande
av dess art, omfattning, sammanhang och
andamal, troligtvis kan komma att leda till en
hdég risk for fysiska personers fri- och
rattigheter sa ska Personuppgiftsbitradet,
innan  behandlingen utfors, bistd den
Personuppgiftsansvarige med vederbdrandes
beddmning av den planerade behandlingens
konsekvenser for skydded av personuppgifter.
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9.1

9.2

9.3

9.4

10.

10.1

11.

111

12

12.1

Liability

Article 82 of the GDPR shall apply in case of
damages awarded to a data subject, through
a court decision or other decision, due to a
breach of any provision in this DPA,
instruction from the Controller or applicable
data protection regulations.

When an administrative fine is imposed
according to article 83 of GDPR or 6 chap. 2 §
of the Act containing supplementary
provisions to the EU General Data Protection
Regulation (2018:218), the administrative fine
shall be paid by the Party receiving such fine.

If either Party receives knowledge of a
circumstance that can lead to a loss for the
other party, that Party shall immediately
inform the other party of the circumstances
and actively work together with the other party
in order to prevent and minimise such loss.

Despite what has been stated in the Parties
TOSP and related appendices, sections 9.1
and 9.2 in the DPA shall apply before any
other regulations regarding the parties
cessation of obligation between them covering
the processing of personal data.

Compensation

The Processor is not entited to any
compensation for measures which the
Processor takes in respect of processing of
personal data, besides otherwise stated in this
DPA or the Parties reseller agreement.

Effective term

This DPA enters into force on the day which it
is signed and applies as long as the Processor
processes personal data under the Parties
TOSP.

Termination
When the Processor discontinues processing
personal data on behalf of the Controller

under this DPA, the Processor shall at the
choice of the Controller destroy, erase and/or

431634_1

9.1

9.2

9.3

9.4

10.

10.1

11.

111

12

12.1

Ansvar

Artikel 82 Dataskyddsforordningen ska galla
avseende ersattning som utdémts il
registrerad genom domstolsbeslut eller annat
beslut p&d grund av overtradelse av en
bestammelse i detta PuB-avtal, av instruktion
fran den Personuppgiftsansvarige eller
tillamplig dataskyddslagstiftning.

Nar en administrativ sanktionsavgift utfardas i
enlighet med artikel 83
Dataskyddsforordningen eller 6 kap. 2 § lagen
(2018:218) med kompletterande
bestammelser till EU:s dataskyddsforordning
ska den administrativa sanktionasvgiften
betalas av den Part som sanktionsavgiften
riktas till.

Om endera Part blir far kannedom en
omsténdighet som kan leda till en forlust for
den andra Parten s& ska Parten omedelbart
informera den andra Parten om
omstandigheterna  och aktivt  arbeta
tillsammans for att férebygga och minimera
sadan forlust.

Oavsett vad som har angetts i Parternas
Huvudavtal samt tillhérande bilagor, ska
punkterna 9.1 och 9.2 i PuB-avtalet ha
foretrade framfér andra  bestdmmelser
angaende upphdrande av skyldigheter mellan
parterna  angdende  behandlingen av
personuppgifter.

Erséttning

Personuppgiftsbitradet ar inte beréttigat till
ersattning for atgarder som
Personuppgiftsbhitradet ~ vidtar  avseende
behandlingen av personuppgifter, om inte
annat angetts i detta Bitradeavtal eller i
Parternas aterforsaljaravtal.

Avtalets [6ptid

Detta PuB-avtal boérjar galla den dag det
undertecknas och galler sd lange som
Personuppgiftsbitradet behandlar
personuppgifter enligt Partneras Huvudavtal.

Avtalets upphdrande
Nar Personuppgiftsbitrddet upphér med
behandling av personuppgifter fér den

Personuppgiftsansvariges rékning enligt detta
PuB-avtal s& ska Personuppgiftshitradet
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12.2

13.

131

13.2

14.

14.1

15.

151

return all personal data which is associated
with this agreement to the Controller in
accordance with the Controllers instruction
and ensure that no personal data or copies of
personal data are still in the Processor's
possession unless required by applicable law
or financial reasons, including tax.

The Processor shall once this DPA is
terminated, ensure that the obligation stated in
section 12.1 of the DPA also applies to any
sub-processor.

Amendments

The Controller may due to necessary
compliance with applicable law, amend the
contents of this this DPA. An amendment may
enter into force thirty (30) days after the
Controller has sent a notice to the Processor
regarding the amendment. In the event that
the Processor does not accept the relevant
amendment, the Controller shall have the right
to terminate all agreements with the
Processor under which the Processor shall
process personal data.

Amendments to this DPA shall be made in
writing and signed by both Parties in order to
legally binding.

Standard contractual clauses

Within the scope of the COMMISSION
IMPLEMENTING DECISION (EU) 2021/914
of 4 June 2021 on standard contractual
clauses for the transfer of personal data to
third countries pursuant to Regulation (EU)
2016/679 of the European Parliament and of
the Council the standard contractual clauses
(“SCC”) attached in Annex 1 shall apply.
order of

Applicable and

precedence

provisions

The agreements between the parties apply in
the following order, whereby, in case of
contradictions, provisions of the documents

first mentioned shall prevail over the
provisions in the documents mentioned
thereafter:

SCC subject to this DPA in Annex 1;

431634_1
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12.2

13.

131

13.2

14.

15.

151

forstora, radera och/eller aterlamna alla
personuppgifter, beroende pa& vad den
Personuppgiftsansvarige véljer, som ar
hanforliga till detta PuB-avtal i enlighet med
den Personuppgiftsansvariges instruktioner
samt sakerstélla att inga personuppgifter eller
kopior av personuppgifter fortsatt &r i
Personuppgiftsbitradets  besittning, savida
inte lagring av personuppgifterna kréavs enligt
tillamplig lag eller av finansiella- eller
skatteskal.

Personuppgiftsbitradet ska vid PuB-avtalets
upphorande sakerstalla att de dtaganden som
framgdr av punkt 12.1 &ven galler for
eventuella underbitréaden.

Andringar

Den Personuppgiftsansvarige kan komma att
andra innehallet i detta PuB-avtal om det ar
nodvéandigt for att efterleva tillampliga lag.
Andringar borjar gélla trettio (30) dagar efter
att den Personuppgiftsansvarige meddelat
Personuppgiftsbitradet om andringen. | det fall
att Personuppgiftsbitradet inte accepterar
andringen sa har den
Personuppgiftsansvarige ratt att sdga upp alla
avtal med Personuppgiftsbitrddet inom ramen
for vilka Personuppgiftsbitradet ska behandla
personuppgifter.

Andringar av detta PuB-avtal ska goras
skriftigen och ska undertecknas av bagge
Parter for att vara bindande.

Standaravtalsklausuler

Inom ramen for Kommissionens
genomférandebeslut (EU) 2021/914 av den 4
juni 2021 om standardavtalsklausuler for
Overforing av personuppgifter till tredjelander i
enlighet med Europaparlamentets och radets
forordning (EU) 2016/679 sd ska
standardavtalsklausulerna ("SCC") i Bilaga 1
galla.

Tillampliga bestdmmelser och prioritet

Vid eventuella motstridigheter i avtalen mellan
Parterna ska avtalen &aga tillampning enligt
foljande ordningsfdljd:

SCC i detta PuB-avtal enligt Bilaga 1,
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b)

16.

16.1

the provisions of this DPA and
the provisions of the TOSP.
Governing law and jurisdiction

This DPA shall the
substantive law of . Any
dispute, controversy or claim arising out of or
in connection with this DPA, shall be finally
settled in the general courts of
with the district court of

the first instance.

be governed by

as

This DPA may be executed, including

electronically, in any number of
counterparts.

Date Date

Controller Processor

Name & Title Name & Title

431634_1

11

b)
c)
16.

16.1

Namn & befattning

Bestdmmelserna i detta PuB-avtal, och
Bestdmmelserna i Huvudavtalet.
Tillamplig lag och tillampligt forum

lag ska tillampas pa detta PuB-avtal.
Tvist som uppstar i anledning av PuB-avtalet

ska slutligt avgoras i domstol, med
tingsratt som forsta instans.

att
flera

Detta PuB-avtal kan komma
undertecknas i ett eller
originalexemplar (till exempel digitalt)

Datum Datum

Bitrade

Ansvarig

Namn & befattning
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1.2
121

1.2.2

13

1.4

2.1

431634_1

ANNEX 1: STANDARD
CONTRACTUAL CLAUSES
MODULE TWO: Transfer

Controller to Processor

Clause 1 — Purpose and scope

The purpose of these standard
contractual clauses is to ensure
compliance with the requirements
of Regulation (EU) 2016/679 of
the European Parliament and of
the Council of 27 April 2016 on
the protection of natural persons
with regard to the processing of
personal data and on the free
movement of such data (General
Data Protection Regulation)! for
the transfer of data to a third
country.

The Parties

the natural or legal person(s),
public authority/ies, agencyl/ies or
other  bodyl/ies  (hereinafter
“‘entity/ies”)  transferring  the
personal data, as listed in Annex
LA (hereinafter each “data
exporter”), and

the entity/ies in a third country
receiving the personal data from
the data exporter, directly or
indirectly via another entity also
Party to these Clauses, as listed
in Annex I.A (hereinafter each
‘data importer’) have agreed to
these  standard  contractual
clauses (hereinafter: ‘Clauses’).

These Clauses apply with respect
to the transfer of personal data as
specified in Annex 1.B.

The Appendix to these Clauses
containing the Annexes referred
to therein forms an integral part of
these Clauses.

Clause 2 - Effect and
invariability of the Clauses

These Clauses set out
appropriate safeguards, including

1.1

1.2
1.2.1

1.2.2

1.3

1.4

21

12

BILAGA 1
STANDARDAVTALSKLAUSULER

MODUL  TVA:  Overfoéring  fran
personuppgiftsansvarig till
personuppgiftshitrade

Klausul 1 - Syfte och
tillampningsomrade

Syftet med dessa
standardavtalsklausuler ar att
sakerstalla Overensstammelse med

kraven i Europaparlamentets och radets
foérordning (EU) 2016/679 av den 27
april 2016 om skydd for fysiska personer
med avseende p& behandling av
personuppgifter och om det fria flddet av
sadana uppgifter (allman
dataskyddsférordning)! vid 6verforing
av personuppgifter till ett tredjeland.

Parterna

den eller de fysiska eller juridiska
personer, den eller de offentliga
myndigheter, den eller de byrder eller
andra organ (enheterna) som o6verfor
personuppgifter enligt forteckningen i
bilaga I.A. (uppgiftsutféraren), och

den eller de enheter i ett tredjeland som
tar emot  personuppgifter  fran
uppgiftsutféraren, direkt eller indirekt via
en annan enhet som ocksa ar part i
dessa klausuler, enligt forteckningen i
bilaga I.A. (uppgiftsinféraren)

Dessa klausuler &r tillampliga med
avseende pa overforing av
personuppgifter enligt vad som anges i
bilaga I.B.

Det tillagg till dessa klausuler som
innehaller de bilagor som det hanvisas
till utgdr en integrerad del av dessa
klausuler.

Klausul 2 — Klausulernas verkan och
bestandighet

faststalls
daribland

Genom dessa klausuler
lampliga  skyddsatgarder,
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2.2

3.1

3.2

3.3

3.4

3.5

431634_1

enforceable data subject rights
and effective legal remedies,
pursuant to Article 46(1) and
Article 46(2)(c) of Regulation (EU)
2016/679 and, with respect to
data transfers from controllers to
processors and/or processors to
processors, standard contractual
clauses pursuant to Article 28(7)
of Regulation (EU) 2016/679,
provided they are not modified,
except to select the appropriate
Module(s) or to add or update
information in the Appendix. This
does not prevent the Parties from
including the standard contractual
clauses laid down in these
Clauses in a wider contract and/or
to add other clauses or additional
safeguards, provided that they do
not contradict, directly or
indirectly, these Clauses or
prejudice the fundamental rights
or freedoms of data subjects.

These Clauses are without
prejudice to obligations to which
the data exporter is subject by

virtue of Regulation (EU)
2016/679.
Clause 3 - Third-party

beneficiaries

Data subjects may invoke and
enforce these Clauses, as third-
party beneficiaries, against the
data exporter and/or data
importer, with the following
exceptions:

Clause 1, Clause 2, Clause 3,
Clause 6; Clause 7;

Clause 8.1.2, 8.9.1, 8.9.3, 8.9.4
and 8.9.5;

Clause 9.1, 9.3, 9.4 and 9.5;

Clause 12.1, 12.4 and 12.6;

2.2

3.1

3.2

3.3

3.4

3.5

13

verkstallbara rattigheter och effektiva
rattsmedel for de registrerade enligt
artikel 46.1 och artikel 46.2 c i férordning
(EU) 2016/679 och, nar det galler
Overforing av personuppgifter fran

personuppgiftsansvariga till
personuppgiftsbitraden och/eller frén
personuppgiftsbitraden till
personuppgiftsbitréaden,

standardavtalsklausuler enligt artikel
28.7 i forordning (EU) 2016/679, under
forutséttning att de inte andras, férutom
for att vélja en eller flera lampliga
moduler eller 1agga till eller uppdatera
informationen i tillagget. Detta hindrar
inte parterna frdn att inbegripa de
standardavtalsklausuler som faststalls i
dessa klausuler i ett mer 6vergripande
avtal och/eller att lagga till andra
klausuler eller ytterligare
skyddsatgarder, under forutsattning att
de inte direkt eller indirekt star i strid
med dessa klausuler eller paverkar de
registrerades grundlaggande rattigheter
eller friheter.

Dessa klausuler paverkar inte de
skyldigheter som  uppgiftsutfraren
omfattas av med stdd av forordning (EU)
2016/679.

Klausul 3 — Berattigade tredje parter

Registrerade personer far dberopa och
verkstalla dessa klausuler, i egenskap
av berattigade tredje parter, gentemot

uppgiftsutféraren och/eller
uppgiftsinféraren, med féljande
undantag:

Klausul 1, klausul 2, klausul 3, klausul 6,
klausul 7.

Klausul 8 — modul ett: klausul 8.5 e och
klausul 8.9 b; modul tva: klausul 8.1 b,
8.9 a, ¢, d och e; modul tre: klausul 8.1
a, cochdochklausul 8.9 a, c, d, e, foch
g; modul fyra: klausul 8.1 b och klausul
8.3 b.

Klausul 9 — modul tva: klausul 9 a, c, d
och e; modul tre: klausul 9 a, ¢, d och e.

Klausul 12 — modul ett: klausul 12 a och

d; modulerna tva och tre: klausul 12 a, d
och f.
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3.6

3.7

3.8

3.9

3.10

4.1

4.2

4.3

431634_1

Clause 13;
Clause 15.1.3, 15.1.4 and 15.1.5;

Clause 16.5;

Clause 18.1 and 18.2.

Paragraph 3.1 is  without
prejudice to rights of data
subjects under Regulation (EU)
2016/679.

Clause 4 - Interpretation

Where these Clauses use terms
that are defined in Regulation
(EVU) 2016/679, those terms shall
have the same meaning as in that
Regulation.

These Clauses shall be read and
interpreted in the light of the
provisions of Regulation (EU)
2016/679.

These Clauses shall not be
interpreted in a way that conflicts
with  rights and obligations
provided for in Regulation (EU)
2016/679.

Clause 5 — Hierarchy

In the event of a contradiction
between these Clauses and the
provisions of related agreements
between the Parties, existing at
the time these Clauses are
agreed or entered into thereafter,
these Clauses shall prevail.

Clause 6 — Description of the
transfer(s)

The details of the transfer(s), and
in particular the categories of
personal data that are transferred
and the purpose(s) for which they
are transferred, are specified in
Annex |.B.

Clause 7 — Docking clause

3.6

3.7

3.8

3.9

3.10

4.1

4.2

4.3

14

Klausul 13.

Klausul 15.1 ¢, d och e.

Klausul 16 e.

Klausul 18 — modulerna ett, tva och tre:
klausul 18 a och b; modul fyra: klausul
18.

Led 3.1 paverkar inte de registrerades
rattigheter enligt foérordning (EU)
2016/679.

Klausul 4 — Tolkning

Om begrepp som definieras i férordning
(EU) 2016/679 anvands i dessa
klausuler ska begreppen ha samma
betydelse som i den férordningen.

Dessa klausuler ska lasas och tolkas
mot bakgrund av bestdmmelserna i
férordning (EU) 2016/679.

Dessa klausuler ska inte tolkas pa ett
satt som star i strid med de rattigheter
och skyldigheter som foreskrivs i
férordning (EU) 2016/679.

Klausul 5 - Hierarki

Om en konflikt uppstar mellan dessa
klausuler och bestammelserna i de
overenskommelser mellan parterna
som galler vid den tidpunkt da dessa
klausuler o6verenskoms eller darefter
trader i kraft, ska dessa klausuler ha
foretrade.

Klausul 6 - Beskrivning av
overfoéringen eller dverféringarna

Né&rmare uppgifter om éverforingen eller
overforingarna, och i synnerhet de
kategorier av personuppgifter som
overfors och det eller de andamal for
vilka de 6verfors, anges i bilaga I.B.

Klausul 7 — Dockningsklausul
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7.1

8.1

8.1.1

8.1.2

8.2

8.3
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[Intentionally deleted]

SECTION Il — OBLIGATIONS OF
THE THIRD PARTIES

Clause 8 - Data protection
safeguards

The data exporter warrants that it
has used reasonable efforts to
determine that the data importer
is able, through the
implementation of appropriate
technical and organisational
measures, to  satisfy  its
obligations under these Clauses.

Instructions

The data importer shall process
the personal data only on
documented instructions from the
data exporter. The data exporter
may give such instructions
throughout the duration of the
contract.

The data  importer  shall
immediately inform the data
exporter if it is unable to follow
those instructions.

Purpose limitations

The data importer shall process
the personal data only for the
specific  purpose(s) of the
transfer, as set out in Annex |.B,
unless on further instructions from
the data exporter.

Transparency

On request, the data exporter
shall make a copy of these
Clauses, including the Appendix
as completed by the Parties,
available to the data subject free
of charge. To the extent
necessary to protect business
secrets or other confidential
information, including the
measures described in Annex Il
and personal data, the data
exporter may redact part of the
text of the Appendix to these
Clauses prior to sharing a copy,
but shall provide a meaningful

7.1

8.1

8.11

8.1.2

8.2

8.3
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[Medvetet borttagen]

AVSNITT I -
SKYLDIGHETER

PARTERNAS

Klausul 8 -
uppgifter

Skyddsatgarder for

Uppgiftsutféraren garanterar att han
eller hon har gjort rimliga anstréngningar
for att se till att uppgiftsinforaren, genom
genomfdrandet av [Ampliga tekniska och
organisatoriska atgarder, kan fullgora
sina skyldigheter enligt dessa klausuler.

Instruktioner

Uppgiftsinféraren ska endast behandla
personuppgifterna enligt
dokumenterade instruktioner  fran
uppgiftsutféraren. Uppgiftsutforaren far
ge sadana instruktioner under hela
avtalets giltighetstid.

Uppgiftsinforaren  ska  omedelbart
informera uppgiftsutféraren om han eller
hon inte kan folja dessa instruktioner.

Andamaélsbegréansning

Uppgiftsinforaren ska endast behandla
personuppgifterna for det eller de
specifika andamalen med 6verforingen,
enligt vad som faststalls i bilaga 1.B,
savida inte uppgiftsutforaren har gett
andra instruktioner.

Oppenhet

P4 begaran ska uppgiftsutféraren
tillhandahalla en kopia av dessa
klausuler, inklusive tillagget nar det har
fyllts i av parterna, till den registrerade
utan kostnad. | den man det &r

nodvéandigt for att skydda
affarshemligheter eller andra
konfidentiella uppgifter, inklusive de

atgarder som beskrivs i bilaga Il och
personuppgifter, far uppgiftsutféraren
redigera delar av texten i tillagget till
dessa klausuler innan en kopia
tilhandahalls, men han eller hon maste
bifoga en meningsfull sammanfattning
om den registrerade annars inte skulle
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8.4

8.5
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summary where the data subject
would otherwise not be able to
understand the its content or
exercise his/her rights. On
request, the Parties shall provide
the data subject with the reasons
for the redactions, to the extent
possible without revealing the
redacted information. This Clause
is without prejudice to the
obligations of the data exporter
under Articles 13 and 14 of
Regulation (EU) 2016/679.

Accuracy

If the data importer becomes
aware that the personal data it
has received is inaccurate, or has
become outdated, it shall inform
the data exporter without undue
delay. In this case, the data
importer shall cooperate with the
data exporter to erase or rectify
the data.

Duration of processing and
erasure or return of data

Processing by the data importer
shall only take place for the
duration specified in Annex I.B.
After the end of the provision of
the processing services, the data
importer shall, at the choice of the
data exporter, delete all personal
data processed on behalf of the
data exporter and certify to the
data exporter that it has done so,
or return to the data exporter all
personal data processed on its
behalf and delete existing copies.
Until the data is deleted or
returned, the data importer shall
continue to ensure compliance
with these Clauses. In case of
local laws applicable to the data
importer that prohibit return or
deletion of the personal data, the
data importer warrants that it will
continue to ensure compliance
with these Clauses and will only
process it to the extent and for as
long as required under that local
law. This is without prejudice to
Clause 14, in particular the
requirement for the data importer
under Clause 14.5 to notify the

8.4

8.5
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kunna forstd dess innehall eller utéva
sina rattigheter. P& begaran ska
parterna tillhandahalla  skalen till
redigeringen till den registrerade, i
mojligaste man utan att avslja de
redigerade uppgifterna. Denna klausul
paverkar inte uppgiftsutforarens
skyldigheter enligt artiklarna 13 och 14 i
férordning (EU) 2016/679.

Korrekthet

Om uppgiftsinféraren far kannedom om
att de personuppgifter som han eller hon
har tagit emot ar felaktiga, eller har blivit
inaktuella, ska han eller hon informera
uppgiftsutféraren utan onddigt drojsmal.
| sadana fall ska uppgiftsinféraren
samarbeta med uppgiftsutféraren for att
radera eller ratta uppgifterna.

Behandlingens varaktighet och radering
eller aterlamnande av uppgifter

Uppgiftsinforarens  behandling  ska
endast dga rum under den period som
anges i bilaga I.B. Nar tillhandahallandet
av behandlingstjéansterna har avslutats
ska uppgiftsinféraren, enligt
uppgiftsutférarens val, radera alla
personuppgifter som behandlats pa
uppdrag av uppgiftsutféraren och intyga
for uppgiftsutféraren att detta har skett,
eller till uppgiftsutforaren aterlamna alla
personuppgifter som har behandlats pa
uppdrag av uppgiftsutféraren och radera
befintliga kopior. Till dess att uppgifterna
raderats  eller  aterlamnats  ska
uppgiftsinféraren fortsatta att se till att
dessa klausuler féljs. Om aterlamnande
eller radering av personuppgifterna &r
forbjudet enligt lokal lagstiftning som éar
tillamplig for uppgiftsinféraren  ska
uppgiftsinféraren garantera att han eller
hon kommer att fortsatta att uppfylla
kraven i dessa klausuler och endast
kommer att behandla personuppgifterna
i den utstrackning och under den tid som
kravs enligt den lokala lagstiftningen.
Detta paverkar inte klausul 14, i
synnerhet kravet enligt klausul 14.5 att
uppgiftsinféraren under hela avtalets
giltighetstid ska meddela
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data exporter throughout the
duration of the contract if it has
reason to believe that it is or has
become subject to laws or
practices not in line with the
requirements under Clause 14.1.

Security of processing

The data importer and, during

transmission, also the data
exporter shall implement
appropriate technical and

organisational measures to
ensure the security of the data,
including protection against a
breach of security leading to

accidental or unlawful
destruction, loss, alteration,
unauthorised disclosure or

access to that data (hereinafter
‘personal data breach’). In
assessing the appropriate level of
security, the Parties shall take
due account of the state of the art,
the costs of implementation, the
nature, scope, context and
purpose(s) of processing and the
risks involved in the processing
for the data subjects. The Parties
shall in particular consider having
recourse to encryption or
pseudonymisation, including
during transmission, where the
purpose of processing can be
fulfilled in that manner. In case of
pseudonymisation, the additional
information for attributing the
personal data to a specific data
subject shall, where possible,
remain under the exclusive
control of the data exporter. In
complying with its obligations
under this paragraph, the data
importer shall at least implement
the technical and organisational
measures specified in Annex IlI.
The data importer shall carry out
regular checks to ensure that
these measures continue to
provide an appropriate level of
security.

The data importer shall grant
access to the personal data to
members of its personnel only to
the extent strictly necessary for
the implementation, management

8.6

8.6.1

8.6.2
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uppgiftsutféraren om han eller hon har
anledning att misstanka att han eller hon
ar eller har blivit foremal for lagar eller
forfaranden som inte stdmmer Overens
med kraven i klausul 14.1.

Séakerhet vid behandling

Uppgiftsinforaren, och under dverforing
aven uppgiftsutféraren, ska genomfora
lampliga tekniska och organisatoriska
atgarder for att sakerstalla uppgifternas
sékerhet, daribland genom skydd mot
sékerhetsbrott som skulle leda till
oavsiktlig eller olaglig forstoring, forlust,

andring, obehdrigt utlamnande eller
obehorig atkomst till  uppgifterna
(personuppgiftsincident). Vid

bedomning av lamplig sakerhetsniva
ska parterna ta vederbdrlig hansyn till de
senaste ronen, kostnaderna  for
genomfdrandet, behandlingens
karaktér, omfattning, sammanhang och
andamal samt riskerna for de
registrerade i samband med
behandlingen. Parterna ska i synnerhet
Overvaga att anvanda kryptering eller
pseudonymisering, aven under
overforingen, om &andamdlet med
behandlingen kan uppfyllas pa detta
satt. Vid anvandning av
pseudonymisering ska uppgiftsutféraren
om mdojligt behalla sin fullstandiga
kontroll 6ver den ytterligare information
som kravs for att knyta
personuppgifterna till en Viss
registrerad. For att fullgéra sina
skyldigheter enligt denna punkt ska
uppgiftsinféraren atminstone genomfora
de tekniska och organisatoriska
atgarder som anges i bilaga |l
Uppgiftsinféraren ska géra regelbundna
kontroller for att sékerstalla att dessa
atgarder aven fortsattningsvis ger en
lamplig sékerhetsniva.

Uppgiftsinféoraren ska endast ge sin
personal tillgang till personuppgifterna i
den utstrdckning det &r absolut
nodvandigt for att genomfora, forvalta
och dvervaka avtalet. Uppgiftsinféraren
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and monitoring of the contract. It
shall ensure that persons
authorised to process the
personal data have committed
themselves to confidentiality or
are under an appropriate
statutory obligation of
confidentiality.

In the event of a personal data
breach concerning personal data
processed by the data importer
under these Clauses, the data
importer shall take appropriate
measures to address the breach,
including measures to mitigate its
adverse effects. The data
importer shall also notify the data
exporter without undue delay
after having become aware of the
breach. Such notification shall
contain the details of a contact
point where more information can
be obtained, a description of the
nature of the breach (including,
where possible, categories and
approximate number of data
subjects and personal data
records concerned), its likely
consequences and the measures
taken or proposed to address the
breach including, where
appropriate, measures to mitigate
its possible adverse effects.
Where, and in so far as, it is not
possible to provide all information
at the same time, the initial
notification shall contain the
information then available and
further information shall, as it
becomes available, subsequently
be provided without undue delay.

The data importer shall cooperate
with and assist the data exporter
to enable the data exporter to
comply with its obligations under
Regulation (EU) 2016/679, in
particular to notify the competent
supervisory authority and the
affected data subjects, taking into
account the nature of processing
and the information available to
the data importer.

Sensitive data

8.6.3

8.6.4

8.7
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ska sékerstélla att personer som har
tillstand att behandla personuppgifterna
har férbundit sig att iaktta konfidentialitet
eller omfattas av en lamplig lagstadgad
tystnadsplikt.

I hédndelse av en personuppgiftsincident
som géller uppgifter som har behandlats
av  uppgiftsinféraren  enligt dessa
klausuler ska uppgiftsinféraren vidta
lampliga atgarder for att hantera
incidenten, daribland atgarder for att
mildra dess negativa konsekvenser.
Uppgiftsinforaren ska &ven meddela
uppgiftsutféraren utan ondodigt drojsmal
efter att ha fatt kannedom om
incidenten. Meddelandet ska innehalla
uppgifter om en kontaktpunkt som kan
lamna mer information, en beskrivning
av incidentens karaktér (inbegripet, om
mojligt, vilka kategorier och det
ungeférliga antalet registrerade och
personuppgiftsregister som berors),
dess sannolika konsekvenser samt vilka
atgarder som har vidtagits eller
foreslagits for att hantera incidenten,
daribland, i tillampliga fall, atgarder for
att mildra dess mdjliga negativa
konsekvenser. Om, och i den man, det
inte ar mojligt att tillhandahalla all
information vid samma tillfalle ska det
inledande meddelandet innehdlla den
information som da finns tillganglig,
varefter ytterligare information ska
tilhandahallas utan onodigt drojsmal
efterhand som den blir tillgénglig.

Uppgiftsinforaren ska samarbeta med
och bistd uppgiftsutforaren sa att
uppgiftsutféraren kan fullgéra sina
skyldigheter enligt férordning (EU)
2016/679, framfor allt att meddela den
behoriga tillsynsmyndigheten och de
berérda registrerade, med beaktande av
behandlingens karaktdr och den
information som finns tillganglig for
uppgiftsinféraren.

Kéansliga uppgifter
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Where the transfer involves
personal data revealing racial or
ethnic origin, political opinions,
religious or philosophical beliefs,
or trade wunion membership,
genetic data, or biometric data for
the  purpose of  uniquely
identifying a natural person, data
concerning health or a person’s
sex life or sexual orientation, or
data relating to  criminal
convictions and offences
(hereinafter ‘sensitive data’), the
data importer shall apply the
specific restrictions and/or
additional safeguards described
in Annex |.B.

Onward transfers

The data importer shall only
disclose the personal data to a
third party on documented
instructions  from the data
exporter. In addition, the data
may only be disclosed to a third
party located outside the
European Union? (in the same
country as the data importer or in
another third country, hereinafter
‘onward transfer’) if the third party
is or agrees to be bound by these
Clauses, under the appropriate
Module, or if:

the onward transfer is to a country
benefitting from an adequacy
decision pursuant to Article 45 of
Regulation (EU) 2016/679 that
covers the onward transfer;

the third party otherwise ensures
appropriate safeguards pursuant
to Articles 46 or 47 Regulation of
(EU) 2016/679 with respect to the
processing in question;

the onward transfer is necessary
for the establishment, exercise or
defence of legal claims in the
context of specific administrative,
regulatory or judicial proceedings;
or

the onward transfer is necessary
in order to protect the vital
interests of the data subject or of
another natural person.

8.8

8.8.1

8.8.2

8.8.3

8.8.4
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Om overféringen inbegriper
personuppgifter som avsldjar ras eller
etniskt ursprung, politiska asikter,
religivs eller filosofisk Overtygelse,
medlemskap i fackférening, genetiska
eller biometriska uppgifter for unik
identifiering av en fysisk person,
uppgifter om hélsa eller en persons
sexualliv eller sexuella laggning, eller
uppgifter om brottmalsdomar och
lagovertradelser (kansliga uppgifter) ska
uppgiftsinféraren tillampa de sarskilda
begransningar och/eller de ytterligare
skyddsatgarder som beskrivs i bilaga
I.B.

Vidare 6verféringar

Uppgiftsinforaren ska endast lamna ut
personuppgifter till en tredje part enligt
dokumenterade instruktioner  fran
uppgiftsutféraren. Dessutom far
uppgifterna endast lamnas ut till en
tredje part utanfor Europeiska unionen?
(i samma land som uppgiftsinféraren
eller i ett annat tredjeland, nedan kallat
vidare dverforing), om den tredje parten
ar eller samtycker till att vara bunden av
dessa klausuler i motsvarande modul,
eller

om den vidare 6verforingen sker till ett
land som omfattas av ett beslut om
adekvat skyddsniva enligt artikel 45 i
forordning (EU) 2016/679 som técker
den vidare dverforingen,

om den tredje parten pa annat satt
sékerstaller lampliga skyddsatgarder
enligt artikel 46 eller 47 i férordning (EU)
2016/679 med avseende pa
behandlingen i fraga,

om den vidare Overféringen &r
nodvandig for att faststalla, gora
gallande eller forsvara ett rattsligt

ansprdk i samband med sarskilda
administrativa, tillsynsrelaterade eller
rattsliga forfaranden, eller

om den vidare O&verféringen &r

nddvéandig for att skydda intressen som
ar av grundlaggande betydelse fér den
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Any onward transfer is subject to
compliance by the data importer
with all the other safeguards
under these Clauses, in particular
purpose limitation.

Documentation and compliance

The data importer shall promptly
and adequately deal with
enquiries from the data exporter
that relate to the processing
under these Clauses.

The Parties shall be able to
demonstrate compliance with
these Clauses. In particular, the
data importer shall  keep
appropriate documentation on the
processing activities carried out
on behalf of the data exporter.

The data importer shall make
available to the data exporter all
information necessary to
demonstrate compliance with the
obligations set out in these
Clauses and at the data
exporter's request, allow for and
contribute to audits of the
processing activities covered by
these Clauses, at reasonable
intervals or if there are indications
of non-compliance. In deciding on
a review or audit, the data
exporter may take into account
relevant certifications held by the
data importer.

The data exporter may choose to
conduct the audit by itself or
mandate an independent auditor.
Audits may include inspections at
the premises or physical facilities
of the data importer and shall,
where appropriate, be carried out
with reasonable notice.

The Parties shall make the
information  referred to in
paragraphs 8.9.2 and 8.9.3,
including the results of any audits,
available to the competent
supervisory authority on request.

8.9

8.9.1
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registrerade eller for en annan fysisk
person.

Vid varje vidare o6verforing maste
uppgiftsinféraren uppfylla kraven for alla
andra skyddsatgarder i dessa klausuler,
i synnerhet andamalsbegransning.

Dokumentation och efterlevnad

Uppgiftsinféraren ska skyndsamt och pa
ett lampligt satt hantera forfragningar
fran  uppgiftsutféraren  angdende
behandlingen enligt dessa klausuler.

Parterna ska kunna visa att de uppfyller
kraven i dessa klausuler. Framfor allt
ska uppgiftsinféraren  féra lamplig
dokumentation 6ver den behandling
som utforts pa uppdrag av
uppgiftsutféraren.

Uppgiftsinforaren ska se till att
uppgiftsutféraren har tillgdng till all
information som behdvs for att visa att
de skyldigheter som faststélls i dessa
klausuler har fullgjorts och, pa
uppgiftsutférarens begéaran, méjliggora
och bidra till revisioner av den
behandling som omfattas av dessa
klausuler med rimliga mellanrum eller
om det finns indikationer pd bristande
efterlevnad. Nar beslut fattas om en
granskning eller revision far
uppgiftsutféraren ta hansyn till relevanta
intyg som innehas av uppgiftsinforaren.

Uppgiftsutforaren far valja att utféra
revisionen sjalv  eller anlita en
oberoende revisor. Revisionerna far
omfatta inspektioner i uppgiftsinférarens
lokaler eller fysiska anlaggningar och
ska, om s& ar lampligt, utféras med
rimligt varsel.

Parterna ska se till att den information
som avses i leden 8.9.2 och 8.9.3,
inklusive resultaten av eventuella

revisioner, finns tillganglig for den
behoriga  tillsynsmyndigheten  pa
begéaran
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Clause 9 - Use of sub-
processors
GENERAL WRITTEN

AUTHORISATION - The data
importer has the data exporter’s
general authorisation for the
engagement of sub-processor(s)
from an agreed list. The data
importer shall specifically inform
the data exporter in writing of any
intended changes to that list
through the addition or
replacement of sub-processors at
least thirty (30) days in advance,
thereby giving the data exporter
sufficient time to be able to object
to such changes prior to the
engagement of the  sub-
processor(s). The data importer
shall provide the data exporter
with the information necessary to
enable the data exporter to
exercise its right to object.

Where the data importer engages
a sub-processor to carry out
specific processing activities (on
behalf of the data exporter), it
shall do so by way of a written
contract that provides for, in
substance, the same data
protection obligations as those
binding the data importer under
these Clauses, including in terms
of third-party beneficiary rights for
data subjects. The Parties agree
that, by complying with this
Clause, the data importer fulfils its
obligations under Clause 8.8. The
data importer shall ensure that
the sub-processor complies with
the obligations to which the data
importer is subject pursuant to
these Clauses.

The data importer shall provide,
at the data exporter’s request, a
copy of such a sub-processor
agreement and any subsequent
amendments to the data exporter.
To the extent necessary to protect
business secrets or other
confidential information, including
personal data, the data importer
may redact the text of the
agreement prior to sharing a

copy.

9.1
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Klausul 9 - Anvandning av
underentreprendrer

ALLMANT SKRIFTLIGT TILLSTAND
Uppgiftsinféraren har uppgiftsutférarens
allmanna tillstand att anlita en eller flera
underentreprendrer i en
Overenskommen forteckning.
Uppgiftsinféraren ska informera
uppgiftsutforaren skriftigen om alla
planerade &ndringar av forteckningen
genom tillagg eller ersattning av
underentreprendrer minst [ange
tidsperiod)] i forvag, sé att
uppgiftsutféraren har tillrackligt med tid
for att invanda mot sadana andringar
fore anlitandet av underentreprentren(-
erna). Uppgiftsinforaren ska ge
uppgiftsutféraren all information som
behdvs for att uppgiftsutforaren ska
kunna utdva sin rétt att gora
invandningar.

Om  uppgiftsinféraren  anlitar  en
underentreprendr for att utfora sarskilda
behandlingar (pa uppdrag av
uppgiftsutféraren) ska han eller hon
gOra detta genom ett skriftligt avtal som,
i sak, innehaller samma skyldigheter i
fraga om dataskydd som de avtal som
ar bindande for uppgiftsinféraren enligt
dessa klausuler, daribland vad géller de
registrerades rattigheter som
berédttigade tredje parter. Parterna ar
Overens om att uppgiftsinforaren,
genom att uppfylla kraven i denna
klausul, fullgér sina skyldigheter enligt
klausul 8.8. Uppdgiftsinféraren  ska
sékerstalla att underentreprendren
fullgor de skyldigheter som
uppgiftsinféraren omfattas av enligt
dessa klausuler.

Uppgiftsinforaren ska, pa
uppgiftsutférarens begéran,
tilhandahalla en kopia av avtalet med
underentreprendren och eventuella
senare andringar till uppgiftsutféraren. |
den man det ar nddvandigt for att
skydda affarshemligheter eller andra
konfidentiella uppgifter, inklusive
personuppgifter, far uppgiftsinforaren
redigera texten i avtalet innan en kopia
tillhandahalls.
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The data importer shall remain
fully responsible to the data
exporter for the performance of
the sub-processor’s obligations
under its contract with the data
importer. The data importer shall
notify the data exporter of any
failure by the sub-processor to
fulfil its obligations under that
contract.

The data importer shall agree a
third-party beneficiary clause with
the sub-processor whereby — in
the event the data importer has
factually disappeared, ceased to
exist in law or has become
insolvent — the data exporter shall
have the right to terminate the
sub-processor contract and to
instruct the sub-processor to
erase or return the personal data.

Clause 10 — Data subject rights

The data importer shall promptly
notify the data exporter of any
request it has received from a
data subject. It shall not respond
to that request itself unless it has
been authorised to do so by the
data exporter.

The data importer shall assist the
data exporter in fulfilling its
obligations to respond to data
subjects’ requests for the
exercise of their rights under
Regulation (EU) 2016/679. In this
regard, the Parties shall set out in
Annex Il the appropriate technical
and organisational measures,
taking into account the nature of
the processing, by which the
assistance shall be provided, as
well as the scope and the extent
of the assistance required.

In fulfilling its obligations under
paragraphs 10.1 and 10.2, the
data importer shall comply with
the instructions from the data
exporter.

Clause 11 — Redress

9.4

9.5

10.

10.1

10.2

10.3

11.
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Uppgiftsinforaren ska fortsatt vara fullt
ansvarig infér uppgiftsutforaren for
fullgbrandet av underentreprentrens
skyldigheter inom ramen for dennes

avtal med uppgiftsinforaren.
Uppgiftsinforaren ska meddela
uppgiftsutféraren om
underentreprendren  underlater  att

fullgéra sina skyldigheter inom ramen
for avtalet.

Uppgiftsinforaren ska komma 6verens

om en klausul om
tredjepartsberattigande med
underentreprendren, varigenom

uppgiftsutféraren — om uppgiftsinforaren
har upphort att existera i faktisk eller
rattslig mening eller har hamnat pa
obestdnd — ska ha ratt att saga upp
avtalet med underentreprendren och
beordra underentreprendren att radera
eller aterlamna personuppgifterna.

Klausul 10 - De
rattigheter

registrerades

Uppgiftsinféraren ska skyndsamt
meddela uppgiftsutféraren om varje
begaran fran en registrerad.
Uppgiftsinforaren ska inte sjélv besvara
begaran, savida inte han eller hon har

fatt tillstdnd att gora detta av
uppgiftsutféraren.
Uppgiftsinforaren ska bista

uppgiftsutforaren med att fullgéra
dennes skyldigheter att tillgodose de
registrerades begaranden om att utbva
sina rattigheter enligt férordning (EU)
2016/679. | detta avseende ska parterna
faststalla  lampliga  tekniska och
organisatoriska atgarder i bilaga Il, med
beaktande av behandlingens karaktér,

genom vilka bistandet ska
tillhandahallas, saval som
tilampningsomradet for och
omfattningen av det bistdnd som

begars.
Nar uppgiftsinféraren  fullgér  sina
skyldigheter enligt leden a och b ska han

eller hon fdlla uppgiftsutférarens
instruktioner.

Klausul 11 - Tillgang till prévning
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The data importer shall inform
data subjects in a transparent and
easily accessible format, through
individual notice or on its website,
of a contact point authorised to
handle complaints. It shall deal
promptly with any complaints it
receives from a data subject.

In case of a dispute between a
data subject and one of the
Parties as regards compliance
with these Clauses, that Party
shall use its best efforts to resolve
the issue amicably in a timely
fashion. The Parties shall keep
each other informed about such
disputes and, where appropriate,
cooperate in resolving them.

Where the data subject invokes a
third-party  beneficiary  right
pursuant to Clause 3, the data
importer shall accept the decision
of the data subject to:

lodge a complaint with the
supervisory authority in the
Member State of his/her habitual
residence or place of work, or the
competent supervisory authority
pursuant to Clause 13;

11.3.2. refer the dispute to the
competent courts within the
meaning of Clause 18.

The Parties accept that the data
subject may be represented by a
not-for-profit body, organisation
or association under the
conditions set out in Article 80(1)
of Regulation (EU) 2016/679.

The data importer shall abide by
a decision that is binding under
the applicable EU or Member
State law

The data importer agrees that the
choice made by the data subject
will  not prejudice  his/her
substantive and procedural rights
to seek remedies in accordance
with applicable laws

Clause 12 - Liability
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Uppgiftsinforaren ska informera de
registrerade i ett 6ppet och lattillgangligt
format, genom enskilda meddelanden
eller p& sin webbplats, om en
kontaktpunkt som har tillstind att
hantera klagomal. Uppgiftsinforaren ska
skyndsamt hantera varje klagomal som
tas emot fran en registrerad.

Om en tvist uppstar mellan en
registrerad och en av parterna nér det
géaller efterlevnaden av dessa klausuler
ska den parten gora sitt yttersta for att
I6sa tvisten i godo pa ett skyndsamt satt.
Parterna ska informera varandra om
sddana tvister och, i tillampliga fall,
samarbeta for att I6sa dem.

Om den registrerade aberopar en
réttighet som berattigad tredje part enligt
klausul 3 ska uppgiftsinféraren godta
den registrerades beslut att

inge ett klagomal till tillsynsmyndigheten
i den medlemsstat dar han/hon &r
stadigvarande bosatt eller har sin
arbetsplats, eller till den behoériga
tillsynsmyndigheten enligt klausul 13,

hénskjuta tvisten till de behdriga
domstolarna i den mening som avses i
klausul 18

Parterna godtar att den registrerade far
foretradas av ett organ, en organisation
eller sammanslutning utan vinstsyfte
enligt de villkor som faststélls i artikel
80.1 i férordning (EU) 2016/679

Uppgiftsinforaren ska félja ett beslut
som &r bindande enligt tillamplig
lagstiftning i EU eller medlemsstaterna

Uppgiftsinféraren ar inforstddd med att
det val som gjorts av den registrerade
inte kommer att paverka hans/hennes
materiella och processuella rattigheter
att begara provning i enlighet med
tillamplig lagstiftning.

Klausul 12 — Ansvarsskyldighet
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Each Party shall be liable to the
other Party/ies for any damages it
causes the other Party/ies by any
breach of these Clauses.

The data importer shall be liable
to the data subject, and the data
subject shall be entitled to receive
compensation, for any material or
non-material damages the data
importer or its sub-processor
causes the data subject by
breaching the third-party
beneficiary rights under these
Clauses.

Notwithstanding paragraph 12.2,
the data exporter shall be liable to
the data subject, and the data
subject shall be entitled to receive
compensation, for any material or
non-material damages the data
exporter or the data importer (or
its sub-processor) causes the
data subject by breaching the
third-party  beneficiary  rights
under these Clauses. This is
without prejudice to the liability of
the data exporter and, where the
data exporter is a processor
acting on behalf of a controller, to
the liability of the controller under
Regulation (EU) 2016/679 or
Regulation (EU) 2018/1725, as
applicable.

The Parties agree that if the data
exporter is held liable under
paragraph 12.3 for damages
caused by the data importer (or its
sub-processor), it shall be entitled
to claim back from the data
importer that part of the
compensation corresponding to
the data importer’s responsibility
for the damage.

Where more than one Party is
responsible for any damage
caused to the data subject as a
result of a breach of these
Clauses, all responsible Parties
shall be jointly and severally liable
and the data subject is entitled to
bring an action in court against
any of these Parties.

12.1

12.2

12.3

12.4

125
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Varje part ska vara ansvarig infor den
andra parten eller de andra parterna for
eventuella skador den orsakar den
andra parten eller de andra parterna
genom overtradelse av dessa klausuler.

Uppgiftsinforaren ska vara ansvarig
infor den registrerade, och den
registrerade ska ha ratt till ersattning, for
varje materiell eller immateriell skada

som uppgiftsinforaren  eller  dess
underentreprenor orsakar den
registrerade  genom  att  krénka

réttigheterna fér en berattigad tredje part
enligt dessa klausuler

Utan att det paverkar led 12.2 ska
uppgiftsutféraren vara ansvarig infor
den registrerade, och den registrerade
ska ha ratt till ersattning, for varje
materiell eller immateriell skada som
uppgiftsutforaren eller uppgiftsinféraren
(eller dess underentreprentr) orsakar
den registrerade genom att krénka
rattigheterna for en berattigad tredje part
enligt dessa klausuler. Detta paverkar

inte uppgiftsutférarens
ansvarsskyldighet eller, om
uppgiftsutféraren ar ett

personuppgiftsbitrade som agerar pa
uppdrag av en personuppgiftsansvarig,
den Personuppgiftsansvarigs
ansvarsskyldighet enligt férordning (EU)
2016/679  eller  forordning  (EU)
2018/1725, enligt vad som ar tillampligt.

Parterna ar Overens om att en
uppgiftsutférare som enligt led ¢ halls
ansvarig for skada som orsakats av
uppgiftsinféraren (eller dess
underentreprendr) ska ha ratt att
aterkrava den del av ersattningen fran
uppgiftsinféraren som motsvarar
dennes ansvarsskyldighet for skadan.

Om fler 4n en part ar ansvariga for
eventuell skada som orsakats den
registrerade till foljd av en dvertradelse
av  dessa klausuler ska alla
ansvarsskyldiga parter vara solidariskt
ansvariga, och den registrerade ska ha
ratt att vacka talan i domstol mot var och
en av dessa parter.
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The Parties agree that if one
Party is held liable under
paragraph 12.5, it shall be entitled
to claim back from the other
Party/ies that part of the
compensation corresponding to
its/their responsibility for the
damage.

The data importer may not invoke
the conduct of a sub-processor to
avoid its own liability.

Clause 13 — Supervision

Where the data exporter is
established in an EU Member
State: The supervisory authority
with responsibility for ensuring
compliance by the data exporter
with Regulation (EU) 2016/679 as
regards the data transfer, as
indicated in Annex I.C, shall act
as competent supervisory
authority.

Where the data exporter is not
established in an EU Member
State, but falls within the territorial
scope of application of Regulation
(EV) 2016/679 in accordance with
its Article 3(2) and has appointed
a representative pursuant to
Article 27(1) of Regulation (EU)
2016/679: The  supervisory
authority of the Member State in
which the representative within
the meaning of Article 27(1) of
Regulation (EU) 2016/679 is
established, as indicated in
Annex I.C, shall act as competent
supervisory authority.

Where the data exporter is not
established in an EU Member
State, but falls within the territorial
scope of application of Regulation
(EV) 2016/679 in accordance with
its Article 3(2) without however
having to appoint a representative
pursuant to Article 27(2) of
Regulation (EU) 2016/679: The
supervisory authority of one of the
Member States in which the data
subjects whose personal data is
transferred under these Clauses
in relation to the offering of goods
or services to them, or whose

12.6

12.7

13.

131

25

Parterna ar 6verens om att en part som
halls ansvarig enligt led e ska ha ratt att
aterkrava frdn den andra parten eller de
andra parterna den del av ersattningen
som motsvarar dess/deras
ansvarsskyldighet for skadan

Uppgiftsinféraren far inte aberopa en
underentreprendrs uppforande for att
undvika sitt eget ansvar

Klausul 13 - Tillsyn

[Om uppgiftsutforaren &r etablerad i en
av EU:s medlemsstater:] Den
tillsynsmyndighet som har ansvar for att
sakerstalla uppgiftsutforarens
efterlevnad av foérordning (EU) 2016/679
nar det galler 6verforing av uppgifter,
enligt vad som anges i bilaga I.C, ska
fungera som behorig tillsynsmyndighet.

[Om uppgiftsutféraren inte &r etablerad i
en av EU:s medlemsstater, men
omfattas av det territoriella
tillampningsomradet for férordning (EU)
2016/679 i enlighet med artikel 3.2 i den

foérordningen, och har utsett en
foretradare enligt artikel 27.1 i
férordning (EV) 2016/679:]

Tillsynsmyndigheten i den medlemsstat
i vilken foretradaren i den mening som
avses i artikel 27.1 i férordning (EU)
2016/679 ar etablerad, enligt vad som
anges i bilaga I.C, ska fungera som
behorig tillsynsmyndighet.

[Om uppgiftsutforaren inte &r etablerad i
en av EU:s medlemsstater, men
omfattas av det territoriella
tilampningsomradet for férordning (EU)
2016/679 i enlighet med artikel 3.2 i den
férordningen, dock utan att vara skyldig
att utse en foretradare enligt artikel 27.2
i férordning (EV) 2016/679:]
Tillsynsmyndigheten i en av de
medlemsstater i vilken de registrerade
vars personuppgifter o6verfors enligt
dessa klausuler befinner sig i samband
med utbjudandet av varor eller tjanster
till dem, eller i samband med att deras
beteende Overvakas, enligt vad som
anges i bilaga I.C, ska fungera som
behorig tillsynsmyndighet
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behaviour is monitored, are
located, as indicated in Annex I.C,
shall act as competent
supervisory authority.

The data importer agrees to
submit itself to the jurisdiction of
and cooperate with the competent
supervisory authority in any
procedures aimed at ensuring
compliance with these Clauses.
In particular, the data importer
agrees to respond to enquiries,
submit to audits and comply with
the measures adopted by the
supervisory authority, including
remedial and compensatory
measures. It shall provide the
supervisory authority with written
confirmation that the necessary
actions have been taken.

SECTION Il = LOCAL LAWS
AND OBLIGATIONS IN CASE
OF ACCESS BY PUBLIC
AUTHORITIES

Clause 14 - Local laws and
practices affecting compliance
with the Clauses

The Parties warrant that they
have no reason to believe that the
laws and practices in the third
country of destination applicable
to the processing of the personal
data by the data importer,
including any requirements to
disclose  personal data or
measures authorising access by
public authorities, prevent the
data importer from fulfilling its
obligations under these Clauses.
This is based on the
understanding that laws and
practices that respect the
essence of the fundamental rights
and freedoms and do not exceed
what is necessary and
proportionate in a democratic
society to safeguard one of the
objectives listed in Article 23(1) of
Regulation (EU) 2016/679, are
not in contradiction with these
Clauses.

The Parties declare that in
providing the warranty in

13.2

14.

14.1

14.2

26

Uppgiftsinforaren samtycker till att godta
den behodriga tillsynsmyndighetens
behdrighet och samarbeta med den i
varje forfarande som syftar till att
sékerstalla efterlevnaden av dessa
klausuler. Uppgiftsinforaren samtycker i
synnerhet till att svara pa forfragningar,
gd med pa revisioner och iaktta de

atgarder som antagits av
tillsynsmyndigheten, inbegripet
korrigerande och kompenserade
atgarder. Uppgiftsinforaren ska ge
tillsynsmyndigheten en skriftlig

bekraftelse pa att nddvandiga atgarder
har vidtagits.

AVSNITT Il = LOKALA LAGAR OCH
SKYLDIGHETER VID ATKOMST AV
OFFENTLIGA MYNDIGHETER

Klausul 14 - Lokala lagar och
forfaranden som paverkar
efterlevnaden av klausulerna

Parterna garanterar att de inte har
nagon anledning att misstanka att de
lagar och forfaranden i det mottagande
tredjelandet som ar tillampliga pa
uppgiftsinférarens behandling av
personuppgifter, daribland eventuella
krav pa att lamna ut personuppgifter
eller atgarder for att bevilja atkomst for
offentliga myndigheter, hindrar
uppgiftsinforaren fran att fullgéra sina
skyldigheter enligt dessa klausuler.
Detta bygger pa forutsattningen att lagar
och foérfaranden som ar férenliga med
andemeningen i de grundlaggande
rattigheterna och friheterna, och som
inte gar utéver vad som ar nodvandigt
och proportionerligt i ett demokratiskt
samhalle for att skydda de andamal som
anges i artikel 23.1 i forordning (EU)
2016/679, inte strider mot dessa
klausuler.

Genom att tillhandahalla den garanti
som avses i led a intygar parterna att de
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paragraph 14.1, they have taken
due account in particular of the
following elements:

the specific circumstances of the
transfer, including the length of
the processing chain, the number
of actors involved and the
transmission channels used;
intended onward transfers; the
type of recipient; the purpose of
processing; the categories and
format of the transferred personal
data; the economic sector in
which the transfer occurs; the
storage location of the data
transferred;

the laws and practices of the third
country of destination— including
those requiring the disclosure of
data to public authorities or
authorising access by such
authorities — relevant in light of
the specific circumstances of the
transfer, and the applicable
limitations and safeguards?;

any relevant contractual,
technical or organisational
safeguards put in place to
supplement the safeguards under
these Clauses, including
measures applied during
transmission and to the
processing of the personal data in
the country of destination.

The data importer warrants that,
in carrying out the assessment
under paragraph 14.2, it has
made its best efforts to provide
the data exporter with relevant
information and agrees that it will
continue to cooperate with the
data exporter in  ensuring
compliance with these Clauses.

The Parties agree to document
the assessment under paragraph
14.2 and make it available to the
competent supervisory authority
on request.

The data importer agrees to notify
the data exporter promptly if, after
having agreed to these Clauses
and for the duration of the

14.2.1

14.2.2

14.2.3

14.3

14.4

14.5
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har tagit vederborlig hansyn till sérskilt
féljande aspekter:

De sarskilda omstandigheterna kring

Overforingen, daribland
behandlingskedjans  langd, antalet
inblandade aktorer och vilka
overforingskanaler som anvants;

planerade vidare 6verforingar; typen av
mottagare; andamalet med
behandlingen; de Overforda
personuppgifternas  kategorier  och
format; den ekonomiska sektor inom
vilken dverforingen ager rum; platsen for
lagring av de overférda uppgifterna.

De lagar och forfaranden i det
mottagande tredjelandet — inbegripet
krav pd att lamna ut uppgifterna till
offentliga myndigheter eller att ge
sddana myndigheter  &tkomst il
uppgifterna — som ar relevanta mot
bakgrund av overforingens sarskilda
omstandigheter samt tillampliga
begransningar och skyddsatgarder?,

Alla relevanta avtalsenliga, tekniska
eller organisatoriska skyddsatgarder
som inforts for att komplettera
skyddsatgarderna enligt dessa
klausuler, inbegripet atgarder som
tillampats under o6verféringen och vid
behandlingen av personuppgifterna i det
mottagande tredjelandet.

Uppgiftsinforaren garanterar att han
eller hon, i samband med den
beddmning som avses i led 14.2, har
gjort sitt  yttersta for att ge
uppgiftsutféraren relevant information,
och samtycker till att fortsatta att
samarbeta med uppgiftsutféraren for att
sakerstdlla efterlevnaden av dessa
klausuler.

Parterna a  overens om  att
dokumentera den beddmning som
avses i led 14.2 och att pa begaran gora
den tillganglig for den behériga
tillsynsmyndigheten.

Uppgiftsinforaren  samtycker till att
skyndsamt meddela uppgiftsutféraren
om han eller hon, efter att ha godkant
dessa klausuler och under hela avtalets
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contract, it has reason to believe
that it is or has become subject to
laws or practices not in line with
the requirements under
paragraph 14.1, including
following a change in the laws of
the third country or a measure
(such as a disclosure request)
indicating an application of such
laws in practice that is not in line
with  the  requirements in
paragraph 14.1.

Following a notification pursuant
to paragraph 14.5, or if the data
exporter otherwise has reason to
believe that the data importer can
no longer fulfil its obligations
under these Clauses, the data
exporter shall promptly identify
appropriate measures  (e.g.
technical or organisational
measures to ensure security and
confidentiality) to be adopted by
the data exporter and/or data
importer to address the situation.
The data exporter shall suspend
the data transfer if it considers
that no appropriate safeguards for
such transfer can be ensured, or
if instructed by the competent
supervisory authority to do so. In
this case, the data exporter shall
be entitted to terminate the
contract, insofar as it concerns
the processing of personal data
under these Clauses. If the
contract involves more than two
Parties, the data exporter may
exercise this right to termination
only with respect to the relevant
Party, unless the Parties have
agreed otherwise. Where the
contract is terminated pursuant to
this Clause, Clause 16.4 and 16.5
shall apply.

Clause 15 — Obligations of the
data importer in case of access
by public authorities

Notification

The data importer agrees to notify
the data exporter and, where
possible, the data subject
promptly (if necessary with the
help of the data exporter) if it:

14.6

15.

151

151.1
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giltighetstid, har anledning att misstanka
att han eller hon ar eller har blivit foremal
for lagar eller férfaranden som inte
stammer dverens med kraveniled 14.1,
daribland efter en &andring i lagarna i
tredjelandet eller en atgard (sasom en
begéran om utlamnande av uppgifter)
som antyder att en tillampning av
sadana lagar i praktiken inte stammer
Overens med kraven i led 14.1.

Efter att ha tagit emot ett meddelande i
enlighet med led 14.5, eller om
uppgiftsutféraren har andra anledningar
att misstanka att uppgiftsinféraren inte
langre kan fullgdra sina skyldigheter
enligt dessa klausuler, ska
uppgiftsutféraren skyndsamt faststalla
lampliga atgarder (t.ex. tekniska eller
organisatoriska  atgarder for  att
sékerstalla sékerhet och konfidentialitet)
som ska antas av uppgiftsutféraren
och/eller uppgiftsinféraren  for  att
hantera situationen. Uppgiftsutféraren
ska avbryta overforingen av uppgifter
om han eller hon anser att inga lampliga
skyddsatgarder kan sakerstéllas for
overforingen, eller efter att ha fatt
instruktioner  frdn  den  behoriga
tilsynsmyndigheten att géra det. |
sadana fall ska uppgiftsutféraren ha ratt
att saga upp avtalet i den man det galler
behandling av personuppgifter enligt
dessa klausuler. Om avtalet omfattar fler
an tva parter far uppgiftsutforaren utéva
denna ratt att sdga upp avtalet med
endast den berérda parten, savida inte
parterna har kommit dverens om annat.
Om avtalet sédgs upp enligt denna

klausul ska klausul 16.4 och 16.5
tillampas.
Klausul 15 - Uppgiftsinférarens

skyldigheter vid dtkomst av offentliga
myndigheter

Meddelanden

Uppgiftsinforaren  samtycker till att
skyndsamt meddela uppgiftsutféraren
och, om sa ar mgjligt, den registrerade
(vid behov med hjalp av
uppgiftsutféraren) om han eller hon
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receives a legally binding request
from a public authority, including
judicial authorities, under the laws
of the country of destination for
the disclosure of personal data
transferred pursuant to these
Clauses; such notification shall

include information about the
personal data requested, the
requesting authority, the legal

basis for the request and the
response provided; or

becomes aware of any direct
access by public authorities to
personal data transferred
pursuant to these Clauses in
accordance with the laws of the

country of destination; such
notification shall include all
information available to the

importer.

If the data importer is prohibited
from notifying the data exporter
and/or the data subject under the
laws of the country of destination,
the data importer agrees to use its
best efforts to obtain a waiver of
the prohibition, with a view to
communicating as much
information as possible, as soon
as possible. The data importer
agrees to document its best
efforts in order to be able to
demonstrate them on request of
the data exporter.

Where permissible under the laws
of the country of destination, the
data importer agrees to provide
the data exporter, at regular
intervals for the duration of the
contract, with as much relevant
information as possible on the
requests received (in particular,
number of requests, type of data

requested, requesting
authority/ies, whether requests
have

The data importer agrees to

preserve the information pursuant
to paragraphs 15.1.1 to 15.1.3 for
the duration of the contract and
make it available to the

15.1.11

15.1.1.2

15.1.2

15.1.3

15.1.4
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far en réattsligt bindande begéaran fran en
offentlig myndighet, inbegripet en
rattslig myndighet, i enlighet med det
mottagande landets lagstiftning om att
personuppgifter som dverforts enligt
dessa klausuler ska lamnas ut;
meddelandet ska innehalla information
om de begérda personuppgifterna, den
begarande myndigheten, den rattsliga
grunden fér begaran och det svar som
lamnats, eller

far kannedom om att offentliga
myndigheter har haft direkt tillgang till

enligt dessa klausuler Overforda
personuppgifter i enlighet med det
mottagande landets lagstiftning;

meddelandet ska innehdlla  all
information som uppgiftsinféraren har
tillgang till

Om uppgiftsinforaren ar forbjuden att
meddela uppgiftsutféraren och/eller den
registrerade enligt det mottagande
landets lagstiftning samtycker
uppgiftsinféraren till att gora sitt yttersta
for att fa till stand ett undantag fran
forbudet, for att kunna tillhandahalla sa
mycket information som mdjligt inom
kortast mojliga tid. Uppgiftsinféraren
samtycker till att dokumentera sina
anstrangningar fér att kunna bekrafta
dem pa begéaran av uppgiftsutforaren.

Om det ar tillatet enligt det mottagande
landets lagstiftning samtycker
uppgiftsinféraren till att, med jamna
mellanrum  under hela  avtalets
giltighetstid, ge uppgiftsutféraren sa
mycket relevant information som majligt
om de begdranden som tagits emot (i
synnerhet antalet begdranden, vilken
typ av uppgifter som begérts, den eller
de begdrande myndigheterna, om
begarandena har bestridits och
resultaten av bestridandena etc.).

Uppgiftsinforaren samtycker till att lagra
den information som avses i leden
15.1.1-15.1.3 under hela avtalets
giltighetstid och gdra den tillganglig for
den behdriga tillsynsmyndigheten pa
begaran.
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competent supervisory authority
on request.

Paragraphs 15.1.1 to 15.1.3 are
without prejudice to the obligation
of the data importer pursuant to
Clause 14.5 and Clause 16 to
inform the data exporter promptly
where it is unable to comply with
these Clauses.

Review of legality and data
minimisation
The data importer agrees to

review the legality of the request
for disclosure, in particular
whether it remains within the
powers granted to the requesting
public authority, and to challenge
the request if, after careful
assessment, it concludes that
there are reasonable grounds to
consider that the request is
unlawful under the laws of the
country of destination, applicable
obligations under international
law and principles of international
comity. The data importer shall,
under the same conditions,
pursue possibilities of appeal.
When challenging a request, the
data importer shall seek interim
measures with a view to
suspending the effects of the
request until the competent
judicial authority has decided on
its merits. It shall not disclose the
personal data requested until
required to do so under the
applicable  procedural rules.
These requirements are without
prejudice to the obligations of the
data importer under Clause 14.5.

The data importer agrees to
document its legal assessment
and any challenge to the request
for disclosure and, to the extent
permissible under the laws of the
country of destination, make the
documentation available to the
data exporter. It shall also make it
available to the competent
supervisory authority on request.

15.15

15.2

15.2.1

15.2.2
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Leden 15.1.1-15.1.3 paverkar inte
uppgiftsinférarens  skyldighet  enligt
klausul 14.5 och Kklausul 16 att

skyndsamt informera uppgiftsutféraren
om han eller hon inte kan uppfylla
kraven i dessa klausuler.

Granskning av
uppgiftsminimering

laglighet och

Uppgiftsinforaren  samtycker till att
granska lagligheten i begdran om
utlAmnande av uppgifter, sarskilt om
begéran omfattas av de befogenheter
som har beviljats den begéarande
offentliga myndigheten, och att bestrida
begaran om han eller hon, efter
noggrann bed®émning, drar slutsatsen
att det finns rimliga skal att betrakta

begdran som olaglig enligt det
mottagande landets lagstiftning,
tillampliga skyldigheter enligt
internationell ratt och principen om
internationell hovlighet.

Uppgiftsinforaren ska, enligt samma
villkor,  fullfélja  mdjligheterna  att
Overklaga. Om uppgiftsinféraren
bestrider en begaran ska han eller hon
vidta provisoriska atgarder for att
upphéava konsekvenserna av begéran
tills den behdriga rattsliga myndigheten
har  fattat  beslut i fragan.
Uppgiftsinféraren far inte lamna ut de
begarda personuppgifterna forrén han
eller hon &r skyldig att gora detta enligt
tilampliga forfaranderegler. Dessa krav
paverkar inte uppgiftsinférarens
skyldigheter enligt klausul 14.5.

Uppgiftsinforaren  samtycker till att
dokumentera sin rattsliga beddmning
och varje bestridande av begdran om
utlamnande av uppgifter och, i den man
det ar tilldtet enligt det mottagande
landets lagstiftning, gora
dokumentationen tillganglig for
uppgiftsutféraren. Uppgiftsinféraren ska
aven godra dokumentationen tillganglig
for den behdoriga tillsynsmyndigheten pa
begéaran
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The data importer agrees to
provide the minimum amount of

information  permissible when
responding to a request for
disclosure, based on a

reasonable interpretation of the
request.

SECTION
PROVISIONS

v - FINAL

Clause 16 - Non-compliance
with Clauses and termination

The data importer shall promptly
inform the data exporter if it is
unable to comply with these
Clauses, for whatever reason.

In the event that the data importer
is in breach of these Clauses or
unable to comply with these
Clauses, the data exporter shall
suspend the transfer of personal
data to the data importer until
compliance is again ensured or
the contract is terminated. This is
without prejudice to Clause 14.6.

The data exporter shall be entitled
to terminate the contract, insofar
as it concerns the processing of
personal data under these
Clauses, where:

the data exporter has suspended
the transfer of personal data to
the data importer pursuant to
paragraph 16.2 and compliance
with these Clauses is not restored
within a reasonable time and in
any event within one month of
suspension;

the data importer is in substantial
or persistent breach of these
Clauses; or

the data importer fails to comply
with a binding decision of a
competent court or supervisory
authority regarding its obligations
under these Clauses.

In these cases, it shall inform the
competent supervisory authority
of such non-compliance. Where
the contract involves more than

15.2.3

16.

16.1

16.2

16.3

16.3.1

16.3.2

16.3.3

31

Uppgiftsinforaren  samtycker till att
tillhandahdlla den minsta tillatna
mangden information nar han eller hon
besvarar en begéaran om utldamnande av
uppgifter, baserat p& en rimlig tolkning
av begéaran.

AVSNITT IV - SLUTBESTAMMELSER

Klausul 16 — Bristande efterlevnad av
klausulerna och avtalets uppsagning

Uppgiftsinforaren ska skyndsamt
informera uppgiftsutféraren om han eller
hon inte kan uppfylla kraven i dessa
klausuler, oavsett orsak.

Om uppgiftsinfoéraren bryter mot dessa
klausuler eller inte kan uppfylla kraven i
dessa klausuler ska uppgiftsutféraren
avbryta dverfdringen av personuppgifter
till uppgiftsinforaren tills efterlevnaden
ater har sakerstallts eller avtalet har
sagts upp. Detta paverkar inte
tillampningen av klausul 14 6.

Uppgiftsutféraren ska ha réatt att séga
upp avtalet i den man det galler
behandlingen av personuppgifter enligt
dessa klausuler om

uppgiftsutféraren har avbrutit
Overféringen av personuppgifter till
uppgiftsinféraren enligt led 16.2 och om
efterlevnaden av dessa klausuler inte
har aterupprattats inom en rimlig
tidsperiod, under alla omstandigheter
inom en manad efter avbrytandet,

uppgiftsinféraren goér sig skyldig till
allvarliga eller upprepade Overtradelser
av dessa klausuler, eller

uppgiftsinféraren inte féljer ett bindande
beslut av en behdrig domstol eller
tillsynsmyndighet angaende hans eller

hennes skyldigheter enligt dessa
klausuler.

| sadana fall ska uppgiftsutforaren
informera den behdriga

tillsynsmyndigheten [fér modul tre: och
den Personuppgiftsansvarig] om denna
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16.4

16.5

17.

431634_1

two Parties, the data exporter
may exercise this right to
termination only with respect to
the relevant Party, unless the
Parties have agreed otherwise.

Personal data that has been
transferred prior to the
termination of the contract
pursuant to 16.3 shall at the
choice of the data exporter
immediately be returned to the
data exporter or deleted in its
entirety. The same shall apply to
any copies of the data. The data
importer shall certify the deletion
of the data to the data exporter.
Until the data is deleted or
returned, the data importer shall
continue to ensure compliance
with these Clauses. In case of
local laws applicable to the data
importer that prohibit the return or
deletion of the transferred
personal data, the data importer
warrants that it will continue to
ensure compliance with these
Clauses and will only process the
data to the extent and for as long
as required under that local law.

Either Party may revoke its
agreement to be bound by these
Clauses where (i) the European
Commission adopts a decision
pursuant to Article 45(3) of
Regulation (EU) 2016/679 that
covers the transfer of personal
data to which these Clauses
apply; or (ii) Regulation (EU)
2016/679 becomes part of the
legal framework of the country to

which the personal data is
transferred. This is  without
prejudice to other obligations

applying to the processing in
guestion under Regulation (EU)
2016/679.

Clause 17 — Governing law

These Clauses shall be governed
by the law of the EU Member
State in which the data exporter is
established. Where such law
does not allow for third-party
beneficiary rights, they shall be

16.4

16.5

17.
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bristande efterlevnad. Om avtalet
omfattar fler an tvd parter far
uppgiftsutféraren utbva denna ratt att
saga upp avtalet med endast den
berdrda parten, savida inte parterna har
kommit éverens om annat.

Personuppgifter som d&verférts fore
uppsagningen av avtalet i enlighet med
led 16.3 ska efter uppgiftsutférarens
eget val omedelbart aterlamnas till
uppgiftsutféraren eller raderas i sin

helhet. Detsamma ska géalla for
eventuella kopior av  uppgifterna
Uppgiftsinforaren  ska  intyga  for

uppgiftsutforaren att uppgifterna har
raderats. Till dess att uppgifterna
raderats  eller  aterlamnats  ska
uppgiftsinféraren fortsatta att se till att
dessa klausuler féljs. Om aterlamnande
eller radering av de Overforda
personuppgifterna &r forbjudet enligt
lokal lagstiftning som ar tillamplig for
uppgiftsinféraren ska uppgiftsinforaren
garantera att han eller hon kommer att
fortsatta att uppfylla kraven i dessa
klausuler och endast kommer att
behandla personuppgifterna i den
utstrackning och under den tid som
kravs enligt den lokala lagstiftningen.

Endera parten far aterkalla sin
Overenskommelse om att vara bunden
av dessa klausuler om i) Europeiska
kommissionen antar ett beslut i enlighet
med artikel 45.3 i férordning (EU)
2016/679 som omfattar den dverféring
av personuppgifter som dessa klausuler
galler for, eller ii) forordning (EU)
2016/679 blir en del av den rattsliga
ramen i det land till  vilket
personuppgifterna  Overfors.  Detta
paverkar inte 6vriga skyldigheter som ar
tillampliga pa behandlingen i fraga enligt
férordning (EU) 2016/679.

Klausul 17 — Tillamplig lag

Dessa klausuler ska regleras genom
lagstiftningen i den medlemsstat i EU i
vilken uppgiftsutforaren éar etablerad.
Om lagstiftningen inte  omfattar
rattigheter for beréattigade tredje parter
ska klausulerna regleras genom
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18.1

18.2

18.3

18.4
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governed by the law of another
EU Member State that does allow
for third-party beneficiary rights.
The Parties agree that this shall
be the law of

Clause 18 — Choice of forum
and jurisdiction

Any dispute arising from these
Clauses shall be resolved by the
courts of an EU Member State.

The Parties agree that those shall
be the courts of

A data subject may also bring
legal proceedings against the
data exporter and/or data
importer before the courts of the
Member State in which he/she
has his/her habitual residence.

The Parties agree to submit
themselves to the jurisdiction of
such courts.

18.

18.1

18.2

18.3

18.4
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lagstiftningen i en annan medlemsstat i
EU som omfattar rattigheter for
berédttigade tredje parter. Parterna ar
Overens om att detta ska vara
lagstiftningen i

Klausul 18 - Val
jurisdiktion

av forum och

Varje tvist som uppstar pd grund av
dessa klausuler ska lésas av
domstolarna i en medlemsstat i EU.

Parterna ar 6éverens om att dessa ska
vara domstolarna i

En registrerad far aven inleda rattsliga
forfaranden  mot  uppgiftsutféraren
och/eller uppgiftsinféraren vid
domstolarna i den medlemsstat dér
han/hon  har sin  stadigvarande
vistelseort.

Parterna ar éverens om att underkasta
sig sddana domstolars jurisdiktion.
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APPENDIX to the Standard
Contractual Clauses

ANNEX |
LIST OF PARTIES

Data exporter(s): ldentity and contact
details of the Controller and, where
applicable, of its/their data protection
officer and/or representative in the
European Union

0] Name

(i)  Address

(i)  Contact person's name, position
and contact details

(iv)  Activities relevant to the data
transferred under these Clauses

(v)  Signature and date

(vi) Role (controller/processor)

Data importer(s): Identity and contact
details of the Processor, including any
contact person with responsibility for data
protection

0] Name: SMART Technologies
ULC

(i)  Address: 3636 Research Road
NW, Calgary B, T2L 1Y1

(i)  Contact person's name, position,
and contact details: Glenn
Carbol, Data Protection Officer

(iv)  Activities relevant to the data
transferred under these Clauses:
Processing of data for SMART
Learning Suite

(V) Signatures and date:

(vi) Role (controller/processor):
Processor

431634_1

TILLAGG

BILAGA |
A. FORTECKNING OVER PARTER
Uppgiftsutforare:

Uppgiftsutférarens/uppgiftsutférarnas
identitet och kontaktuppgifter och, i

tillampliga  fall, uppgifter  om
hans/hennes eller deras
dataskyddsombud och/eller

foretradare i Europeiska unionen

0] Namn

(i)  Adress

(iii) Kontaktpersonens namn,
befattning och
kontaktuppgifter

(iv)  Verksamheter som &r
relevanta for de uppgifter
som overfors enligt dessa

klausuler
v) Underskrift och datum
(vi) Roll
(personuppgiftsansvarig/pers
onuppgiftsbitrade)
Uppgiftsinforare:

Uppgiftsinférarens/uppgiftsinférarnas
identitet och kontaktuppgifter,
inklusive eventuella kontaktpersoner
med ansvar for dataskydd

0] Namn: SMART Technologies
ULC
(i)  Adress: 3636 Research Road
NW, Calgary B, T2L 1Y1
(iii) Kontaktpersonens namn,

befattning och
kontaktuppgifter: Glenn
Carbol, Data Protection
Officer

(iv)  Verksamheter som ar
relevanta for de uppgifter
som Overfors enligt dessa
klausuler Processing of data
for SMART Learning Suite

v) Underskrift och
datum:

(vi) Roll
(personuppgiftsansvarig/pers
onuppgiftsbitrade):
personuppgiftsbitrade
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DESCRIPTION OF TRANSFER

Categories of data subjects whose
personal data are transferred

0] User
(ii) Customer

Categories of personal data
transferred

User

0] Direct identifying information
(e.g. name, email address)
(i)  Any personal data supplied by
end users of the Service
(i)  Application Technology Meta
Data
a. |P addresses, use of
cookies, etc.
(iv)  Application Use Statistics
a. Meta data on user
interaction with
application
b. Other assessment data
— determined by
teacher running the
class
(v) Online communications
captured (emails, blog entries)
(vi) Provder/App assigned student
ID number
(vii) Student app username
(viii) Student responses to surveys
or questionnaires
(ix)  Student generated content;
writing, pictures, etc. — anything
stored in teacher’s lesson file
(x) Microsoft Single Sign-On
(xi) Google Single Sign-On
(xii) Region for data storage (USA
or EV)
(xiii) Google Anyalytics (anonymous)
(xiv) MixPanel Analytics
(anonymous)

Categories of Data Subjects for
Customers

0] Organization name

431634_1 35

BESKRIVNING AV
OVERFORINGEN

Kategorier av registrerade vars
personuppgifter 6verfors

(i)  Anvandare
(ii) Kunder

Kategorier av personuppgifter som
overfors

Anvandare
() Direkt identifierande
information (namn, e-
postadress)
(ii) Personuppgifter fran

slutanvandare av Tjansten
(i)  Applikationsteknisk metadata
a. |P-adresser,
anvandning av kakor

etc.
(iv)  Appanvéndningsstatistik
a. Metadata over

anvéandarinteraktion
med applikationen
b. Annan
beddmningsdata
som bestdmts av
kursansvarige
(V) Upptagen
onlinekommunikation (epost,
blogginlagg)
(vi)  Student-ID kopplad till
Provder/applikation
(vi)  Studentanvandarnamn  pa

applikation
(vii)  Studenters svar pa
undersokningar eller

frageformular

(ix)  Studentgenererat  innehall
sasom skrift, bilder, etc. — allt
som finns lagrat pa
kursansvariges klassmapp.

x) Microsoft Single Sign-On

(xi) Google Single Sign-On

(xii) Region for datainsamling (EU

eller USA)

(xiii)  Google Analytics
(anonymiserad)

(xiv) MixPanel Analytics

(anonymiserad)

Kategorier av datasubjekt for
kunder

(i)  Organisationens namn
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(i)  E-mail

(iii) Phone

(iv)  Address

(V) Required order information:
product, quantity, price and tax,
delivery

Sensitive Data

The Processor hereby expressly
prohibits the Controller from transferring
any special categories of personal data to
it.

Frequency of the Transfer

Continuous during the Service.

Nature of the Processing

Processor will perform the following basic
processing activities:

0] processing to provide the
Service in accordance with the
TOSP;

(i)  processing to perform any steps
necessary for the performance of
the Service; and

(iii) processing to comply with other
reasonable instructions provided
by Controller (e.g. via email) that
are consistent with the terms of
the TOSP.

Period for which the personal data will
be retained

Throughout the Term of the TOSP plus
the period from expiry of the Term until
deletion of Personal Data by the
Processor in accordance with applicable
law or as requested by Controller (Data
Erasure Request).

COMPETENT
AUTHORITY

SUPERVISORY

431634_1
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(i) E-post

(i)  Telefonnummer

(iv)  Adress

(V) No6dvandig
orderinformation:
produkt, antal, pris och
skatt, leverans

Kansliga uppgifter

Personuppgiftsbitradet forbjuder
uttryckligen Personuppgiftsansvarig
fran att overféra sarskilda kategorier
av personuppgifter till
personuppgiftsbhitréadet.

Frekvens for overféringen

Kontinuerligt under Tjanstens
tillhandahallande.

Behandlingens karaktéar
Personuppgiftsansvarige kommer

utféra de féljande grundlaggande
behandlingarna:

(i) behandling for att erbjuda
Tjansten i enlighet med
Huvudavtalet,

(i)  behandling for att genomféra
steg noédvandiga for att
erbjuda Tjansten, och

(i)  behandling for att sakra
efterlevnad med
Personuppgiftsansvarigs
andra rimliga instruktioner
(exempelvis via e-post) som
Overensstammer med
foreskrifterna i Huvudavtalet.

Den period under vilken
personuppgifterna kommer att
lagras

Under Huvudavtalets Ioptid samt
under den period form I6ptidens
upphdérande fram till dess att
personuppgifterna raderas av
personuppgiftsbitréadet i enlighet med
tillamplig lag eller pa
Personuppgiftsansvarigs begéaran
(gallringsbegéran).

BEHORIG TILLSYNSMYNDIGHET
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Identify the competent supervisory
authority/ies in accordance with Clause
13:

Controller please enter your country’s
supervisory authority
here:

*Note - where the Controller acts as the
data exporter and is established in an EU
Member State the supervisory authority
with responsibility  for ensuring
compliance by the data exporter with
Regulation (EU) 2016/679 as regards the
data transfer, as indicated here, shall act
as competent supervisory authority.

ANNEX I — TECHNICAL AND
ORGANISATIONAL MEASURES
INCLUDING TECHNICAL AND
ORGANISATIONAL MEASURES TO
ENSURE THE SECURITY OF THE
DATE

The Parties shall agree the following
categories of measures will be
implemented. The details of each
measure is available upon request.

The Processor should have a structured
organisation where different employees
have roles and responsibilities regarding
security information that are clearly
defined.

The Processor shall on a regular basis
provide courses to increase awareness
regarding information systems built to
resist.

The Processor should have routines and
functions in order to permanently delete
and erase information that is related to
the delivery.

The Processor has performed a risk
evaluation of the system and performed
measurements to identify any faults in
such system

The Controller's requirements regarding
processing of information shall be
adopted. In case such requirements are

431634_1

Ange den eller de behériga
tillsynsmyndigheterna i enlighet med
klausul 13.

Personuppgiftsansvarig, vanligen
uppge ert lands
dataskyddsmyndighet:

*Notera — da Personuppgiftsansvarig
agerar som uppgiftsutférare och &r
etablerad i ett medlemslands skall
tillsynsmyndigheten med ansvar for
efterlevnad for  uppgiftsutforaren
under Europaparlamentets och radets
férordning (EU) 2016/670, som
indikerat, agera som
tillsynsmyndighet.

BILAGA 1l — TEKNISKA OCH
ORGANISATORISKA ATGARDER,
INKLUSIVE TEKNISKA OCH
ORGANISATORISKA ATGARDER
FOR ATT SAKERSTALLA
UPPGIFTERNAS SAKERHET

Parterna skall vara Overens om att
foljande  &tgardskategorier  skall
implementeras. Detaljer kring varje
atgardskategori finns tillganglig pa
begaran.

Personuppgiftsbitradet borde ha en
strukturerad organisation dar olika
anstallda har roller och
ansvarsomraden avseende
sakerhetsinformation som ar klart
definierade.

Personuppgiftsbitradet skall med
regelbundenhet erbjuda kurser for att
Oka medvetenheten kring
motstandskraftiga
informationssystem.

Personuppgiftsbitradet borde ha
rutiner och funktioner for att
permanent kunna radera permanent
uppgifter som &ar relaterade till
leveransen.

Personuppgiftsbitradet has utfért en
riskutvardering av systemet och
vidtagit atgarder for att identifiera
brister i systemet

Personuppgiftsansvarigs krav  for

behandling av  uppgifter skall
adopteras. In det fall sddana krav inte
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10

11

12

13

14

not expressed, the Processor shall be
able to present the routines that apply to
the Processor.

The users are to be provided personal
and unique user identities to the extent
that anonymous guest accounts are to
not used. For more information, see
Guidance for trust level 1 (LoAL).

The Processor shall follow an agreed
upon routine that enables the Controller
to approve certain selected authorities.

The Processor shall use personal and
traceable user identities for high level
authorities that are used to administrate
the system.

The Processor shall have a system that
distributes and resets passwords without
disclosing the password to unauthorised
persons. For more information, see
Guidance for trust level 1 (LoAL).

The authorisation system shall log
information of when a user is created or
removed.

The Processor shall have a routine for
removing user identities form the system.

The Processor shall have established
rules regarding the person responsible
for handling authentication information.

Only information or services that are
public shall be available in the system
and any other related infrastructure that
has not been subject to authentication.

The system shall use passwords or
anything that holds a better security level
for authentication. There should be
provided rules for how a password is
allowed to be handled in the system and
by a user. For more information, see
Guidance for trust level 1 (LoAl).

431634_1
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11

12

13

14

framstalls ska Personuppgiftsbitradet
pa egen hand ta fram de nodvandiga
rutinerna for Personuppgiftsbitradet.

Anvandarna skall ges personliga och
unika anvandaridentiteter i de fall dar
anonyma gastkonton inte anvands.
For mer information, se Riktlinjer for
fortroendeniva 1 (LoAL)

Personuppgiftsbitradet skall folja en
forutbestdmd rutin som maojliggor for
Personuppgiftsansvarig att godkéanna
vissa utvalda auktoriteter.

Personuppgiftsbitréadet skall anvanda
personliga och sparbara
anvéandaridentiteter for
hdghojdsauktoriteter som anvands for
att administrera systemet.

Personuppgiftsbitradet skall ha ett
system som fordelar och aterstaller
I6senord utan att uppge l6senordet for
obehtriga  individet. For  mer
information se Riktlinjer for fortroende
niva 1 (LoAl)

Auktoriseringssystemet skall logga
information kring ndr en anvandare
skapas och nar en anvandare tas
bort.

Personuppgiftsbitradet skall ha en
rutin for att ta bort anvandaridentiteter
fran systemet.

Personuppgiftsbitradet  skall  ha
etablerat regler kring den individ som
ar ansvarig for hanterandet av
auktoriseringsinformation.

Bara information eller tjanster som &r
offentliga skall vara tillgéngliga i
systemet och all annan dartill
relaterad infrastruktur som inte har
utsatts for auktorisering.

Systemet skall anvénda sig av
I6senord eller nagot annat som héller
en  hogre  sakerhetsnivd  for
auktorisering. Regler borde forses for
hur ett l6senord ska behandlas i
systemet och av en anvandare. For
mer information se Riktlinjer for
fortroendeniva 1 (LoAl)
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16

17

18

19

20

21

22

23

The so called data hall shall fulfil at least
protection level 2 (according to "data
room", stated in the Swedish Civil
Contingencies Agencies "Guidance for
physical security information in the it-
room").

The Processor shall have routines in
which secure that only authorised
personal have physical access to the so
called data hall.

The Processor should have different
functions, processes and routines to
monitor and create prognoses regarding
performance.

The Processor should provide protection
against damaging code for the parts that
are included in the delivery.

The Processor should have routines and
functions for backups and restoration of
information according to the agreed upon
accessibility requirements with the
Controller. Backups should be protected
in the same way as the original
information and stored separately.

Log-in functions should be available for
security related events, especially
regarding incorrect log-ins, any change to
an authorisation, unauthorised
connections and infringements  of
authorisations.

The Processor shall protect log-in
functions and log tools against
manipulation and unauthorised access,
which also includes the Processor’s
employees.

The system and related infrastructure
should use the same time
synchronisation as the time source,
which is UTC+0.

The Processor shall without delay inform
the Controller about technical
vulnerabilities in the delivered
components.  Found  vulnerabilities
should be amended immediately.

431634_1
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Den s.k. datorhallen skall uppna som
lagst skyddsniva 2 (I enlighet med
"data room", uttalat i Myndigheten for
samhéllsskydd och  beredskaps
"Vagledning for fysisk
informationssakerhet i IT-utrymmen")

Personuppgiftsbitréadet skall ha rutiner
som forsakrar att bara auktoriserad
personal har fysisk tillgang till den s.k.
datorhallen.

Personuppgiftsbitradet skall ha olika
funktioner, processer och rutiner for
Overvakning och for att skapa
prognoser for prestation.

Personuppgiftsbitradet skall
tilhandahalla skydd mot skadlig kod
for de parter som &r inkluderade i
leveransen.

Personuppgiftsbitréadet skall ha rutiner
och funktioner for sakerhetskopiering
och restorering av uppgifter i enlighet
med de tillganglighetskrav ~man
kommit 6verens om tillsammans med
Personuppgiftsansvarig.
Sakerhetskopiorna skall skyddas pa
samma satt som originalen och bor
forvaras separat fran originalen.

Inloggningsfunktioner  skall  vara
tillgangliga for sékerhetsrelaterade
handelser, sarskild saddana som ror
felaktiga inloggningar, forandrade
auktoriseringar, obehdoriga
uppkopplingar och o6vertradelser av
behdrigheter.

Personuppgiftsbitradet skall skydda
inloggningsfunktioner och
loggningsverktyg mot manipulation
och  obehorig tillgdng.  Detta
inbegriper aven
Personuppgiftsbitradets anstallda.

Systemet och  dartil  hérande
infrastruktur skall anvdnda samma
tidssynkronisering som tidskallan,
vilket ar UTC+0,

Personuppgiftsbitradet  skall utan
drojsmal informera
Personuppgiftsansvarig om tekniska
svagheter i levererade delar.
Upptackta svagheter skall atgardas
omedelbart.
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The Controller shall upon request be
infformed about every exchange of
information that occurs with other
systems outside the Controller's
environment.

The Processor has established and
documented principles and methods for
the development of secure systems and
present these to the Controller.

The Processor has guidelines for an
information system to resist within their
development processes.

The Processor's responsibilities as
stated herein will apply to any sub-
processors. The Controller shall upon
request be informed of which sub-
processor is used.

ANNEX Il - SUB-PROCESSORS

The Controller has authorised the use of
the following sub-processors.

LIST OF SUB-PROCESSORS:
https://www.smarttech.com/legal/lumio-
privacy

GUESTS

Self-Chosen Display Name for Guests

Type Anonymous
Where Who
Canada SMART
Technologies
ULC
Data/Purpose: Required for basic

functionality. Display name is recorded
inside of a teacher’s lesson or activity
when the user participates.

SLS Terms

GDPR - EC Adequacy Decision

USA/Germany Amazon Web Services,
Inc

431634_1
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Personuppgiftsansvarig  skall pa

begaran informeras om varje
informationsutbyte som sker med
andra system utanfor

Personuppgiftsbitradets miljo.

Personuppgiftsbitradet har etablerat
och dokumenterat principer och
metoder for utvecklingen av sékra
system och presenterat dessa for
Personuppgiftsansvarig.

Personuppgiftsbitradet har riktlinjer
for ett informationssystems
motstandskraft inom ramen for deras
utvecklingsprocess.

Personuppgiftsbitradets ansvar enligt
vad som framgar hari skall aven gélla
for eventuella underbitraden.
Personuppgiftsansvarig  skall pa
begaran bli informerad om vilka
underbitrdden som engagerats.

BILAGA Ill - FORTECKNING OVER
UNDERENTREPRENORER

Den personuppgiftsansvarige har gett

tilstind att anvanda  foljande
underentreprendrer:

LISTA OVER
UNDERENTREPRENORER:

https://www.smarttech.com/legal/lumi
o-privacy

GASTER
Egenvalt visningsnamn foér gaster

Typ Anonym

Var Vem
Kanada Smart Technologies
ULC
Information/syfte:  Nodvandig  for

grundfunktionalitet. Visningsnamn
spelas in under lararledd lektion eller
aktivitet da anvandaren deltar.
SLS-villkor

GDPR - EC Adequacy Decision

USA/Germany Amazon Web

Services, Inc
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Data/Purpose: Required for storage. We
offer both an American and European
data storage option.

AWS Privacy
AWS GDPR
USA/Belgium  Firebase (Google LLC)
Data/Purpose: Required for basic

functionality (Firebase is a Backend-as-
a-Service  (BaaS) cloud-computing
solution we use for real time (temporary)
automated computer processing).
Firebase Privacy

Firebase GDPR

Guest Created Content

Type Anonymous

Where Who
Canada SMART

Technologies ULC
Data/Purpose: Required for basic

functionality. Display name is recorded
inside of a teacher’s lesson or activity
when the user participates.

SLS Terms

GDPR - EC Adequacy Decision

USA/Germany Amazon Web Services,
Inc

Data/Purpose: Required for storage. We
offer both an American and European
data storage option.

AWS Privacy

AWS GDPR

USA/Belgium Firebase (Google LLC)

Data/Purpose: Required for basic
functionality (Firebase is a Backend-as-
a-Service  (BaaS) cloud-computing
solution we use for real time (temporary)
automated computer processing).
Firebase Privacy

Firebase GDPR

Guest Analytics
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Information/syfte: ~ Nodvandig  for
lagring. Vi erbjuder bade amerikanska
och europeiska
dalalagringsalternativ.

AWS sekretess

AWS GDPR

USA/Belgien Firebase(Google LLC)

Information/syfte:  No6dvandig  for
grundfunktionalitet ~ (Firebase  ar
Backend-as-a-service (BaaS) cloud-
computing-l6sning som vi anvander
for automatiserade datorprocesser |
realtid (tillfalligt)

Firebase sekretess

Firebase GDPR

Gastskapat innehall

Typ Anonym
Var Vem

Kanada Smart Technologies
ULC

Information/syfte:  Nodvandig  for
grundfunktionalitet. Visningsnamn
spelas in under lararledd lektion eller
aktivitet da anvandaren deltar.
SLS-villkor

GDPR - EC Adequacy Decision

USA/Germany Amazon Web
Services, Inc

Information/syfte:  Nodvandig  for
lagring. Vi erbjuder bade amerikanska
och europeiska
dalalagringsalternativ.

AWS sekretess

AWS GDPR

USA/Belgien Firebase(Google LLC)

Data/syfte: Nédvandig for
grundfunktionalitet ~ (Firebase  ar
Backend-as-a-service (BaaS) cloud-
computing-l6sning som vi anvander
for automatiserade datorprocesser |
realtid (tillfalligt)

Firebase sekretess

Firebase GDPR

Anvandaranalys
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Type Anonymous
Where Who

SMART
Technologies ULC

Canada

Data/Purpose: Required for basic
functionality. Display name is recorded
inside of a teacher’s lesson or activity
when the user participates.

SLS Terms

GDPR - EC Adequacy Decision

USA Mixpanel, Inc.

Data/Purpose: Required for product
improvement and service monitoring.
Mixpanel allows us to analyze how our
de-identified users interact with Lumio. It
is designed to identify trends, understand
common aggregated usage behavior,
and helps us make better decisions on
how to improve the usability and features
of our product. This data is also used to
track how long it takes our servers to
complete actions like open files, which
helps us measure service health and
up/downtime.

Mixpanel Privacy

Mixpanel GDPR

N/A Third part content providers

Data/purpose: Optional content or
activity a teacher may add to a lesson
such as a YouTube or other embedded
content a user voluntarily adds. We
cannot control what data a third party
directly collects when a teacher or
student decides to include it in a lesson.
For premium content that SMART
provides however, we only report
anonymous usage to the third-party
publisher.

USA Sentry.io

Data/Purpose:
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Typ Anonym
Var Vem

Kanada Smart Technologies
ULC

Information/syfte:  Nodvandig  for
grundfunktionalitet. Visningsnamn
spelas in under lararledd lektion eller
aktivitet d& anvandaren deltar.
SLS-villkor

GDPR - EC Adequacy Decision

USA  Mixpanel, Inc.

Information/syfte:  Information/syfte:
Nodvandig for produktutforbéttring
och 6vervakning av tjanst. Mixpanel
tilldter oss att analysera hur vara
avidentifierade anvéandare interagerar
med Lumio. Det ar designat for att
identifiera trender, forsta
sammanslagna aggregerade
anvandarbeteenden och hjalper oss
att ta béttre beslut kring hur
anvandarvanligheten och funktioner |
var produkt kan forbattras. Denna
information anvands aven for att méata
hur lang tid det tar for vara servrar att
slutféra handlingar so matt 6ppna
filer, vilket hjalper oss méta tjanstens
status och up/downtime.

Mixpanel sekretess

Mixpanel GDPR

N/A tredje part som skapar
innehall

Information/syfte: Valbart innehall
eller aktivitet som en larare kan lagga
till en lektion, sdsom en YouTube-
video eller annat inbaddat innehall en
anvandare frivilligt laggar till. Vi kan ej
kontrollera vad for slags information
tredje part direkt samlar in néar en
larare eller student valjer att inkludera
den typen av innehdll i en lektion.
SMART utfaster, dock, att vi bara
rapporterar anonymt anvandande till
tredje part.

USA  Sentry.io

Information/syfte:
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0] Lesson ID (no PII)

(ii) User ID and Session IDs
(hashed and salted to maintain
anonymity)

(iii) request header (application and
version, platform, operating
system, browser, language, date
and time)

(iv) bread crumbs (last pages visited
and links clicked)

Optional User Error Reporting: After
automatic error reporting is complete,
users are given the option to provide their
name, email address, and additional
information about the error. Users are
also asked if they wish SMART to follow
up with them. This optional personal
information is stored in Salesforce
(located in the United States) and shared
with our customer support team.

STUDENTS/MINOTS, SIGNED IN

Student account

Type Anonymous
Where Who

SMART
Technologies ULC

Canada

Data/Purpose: Required account details
for product functionality: display name,
full name, email, public profile picture.
language preference.

SLS Terms

GDPR - EC Adequacy Decision

Global Microsoft, Inc.

Data/Purpose: Required if you use
Microsoft as your single-sign-on (SSO)
provider to access Lumio. Microsoft
provides SMART with required account
details.

Microsoft SSO

Microsoft Privacy

Microsoft GDPR

Global Google LLC
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0] Lektions-ID (inget PII)

(i)  Anvandar-1D och sessions-ID
(hashed samt salted | syfte att
uppratthalla anonymitet)

(i) Request header (applikation
och  version, plattform,
operativsystem, webblasare,
sprék, datum och tid)

(iv) Bread crumbs (senaste
besokta sidor och klickade
lankar)

Valfri rapportering av anvéandarfel:
Efter att en automatiserat felrapport ar
sammanstdlld sa ges anvandare
modjligheten att bidra med sina namn,
e-post adresser samt annan
tillaggsinformation kring felet.
Anvandare ombeds dven svara pd om
de vill att SMART gor en uppféljning
med dem. Dessa valfria
personuppgifter lagras | Salesforce
(lokaliserat i USA) och delas med vart
kundtjanst-team.

STUDENTER/MINDERARIGA,
INLOGGADE

Studentkonto

Typ Anonym
Var Vem

Kanada Smart Technologies
ULC

Information/syfte: Nodvandiga
kontodetaljer for produktfunktionalitet:
visningsnamn, for- och efternamn, e-
post adress, public profilbild,
sprakpreferenser.

SLS-villkor

GDPR - EC Adequacy Decision
Globalt Microsoft, Inc.
Information/syfte: Nodvéandig om du
anvander  Microsoft som  din
tilhandahallare for  single-sign-on
(SSO) for atkomst till Lumio. Microsoft
tilhandahaller SMART med
nddvandiga kontodetaljer.

Microsoft SSO

Microsoft sekretess

Microsoft GDPR

Global Google LLC
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Data/Purpose: Required if you use
Google as your single-sign-on (SSO)
provider to access Lumio. Google
provides SMART with required account
details.

Google SSO

Google Privacy

Google GDPR

USA/Germany Amazon Web
Services, Inc.

Required for storage. We offer both an
American and European data storage
option.

AWS Privacy

AWS GDPR

Using Lumio as a Signed-In Student
(student created content)

Type Anonymous
Where Who

Canada SMART
Technologies ULC

Data/Purpose: Optional. If students
participate in live activities where they
provide responses or they upload content
they created, it will be attributed to their
account.

SLS Terms

GDPR - EC Adequacy Decision

USA/Germany Amazon Web Services,
Inc

Data/Purpose: Required for storage. We
offer both an American and European
data storage option.

AWS Privacy

AWS GDPR

USA/Belgium Firebase (Google LLC)

Data/Purpose: Required for basic
functionality (Firebase is a Backend-as-
a-Service (BaaS) cloud-computing
solution we use for real time (temporary)
automated computer processing).
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Information/syfte: Nodvandig om du
anvénder Google som din
tilhandahallare for single-sign-on
(SSO) for atkomst till Lumio. Google
tilhandahaller SMART med
nodvéndiga kontodetaljer.

Google SSO

Google sekretess

Google GDPR

USA/Germany Amazon Web
Services, Inc.

Nodvandig for lagring. Vi erbjuder
bade amerikanska och europeiska
datalagringsalternativ.

AWS Privacy

AWS GDPR

Att anvanda Lumio som inloggad
student (innehall skapat av
studenten)

Typ Anonym
Var Vem

Kanada Smart Technologies
ULC

Information/syfte: Valfri. Om
studenter deltar i aktiviteter i realtid
dar de utger svar eller laddar upp
innehall de sjalva skapat s& kommer
det hanforas till deras konto.
SLS-villkor

GDPR - EC Adequacy Decision

USA/Germany Amazon Web
Services, Inc

Information/syfte:  Nodvandig  for
lagring. Vi erbjuder bade amerikanska
och europeiska
dalalagringsalternativ.

AWS sekretess

AWS GDPR

USA/Belgien Firebase(Google LLC)
Data/syfte: Nodvandig for
grundfunktionalitet ~ (Firebase  ar

Backend-as-a-service (BaaS) cloud-
computing-l6sning som vi anvander
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Firebase Privacy
Firebase GDPR

Signed-In Student Analytics

Type Anonymous
Where Who

SMART
Technologies ULC

Canada

Data/Purpose: Required for product
improvement and service monitoring. We
use Mixpanel as our processor for this.
SLS Terms

GDPR - EC Adequacy Decision

USA Mixpanel, Inc.

Data/Purpose: Required for product
improvement and service monitoring.
Mixpanel allows us to analyze how our
de-identified users interact with Lumio. It
is designed to identify trends, understand
common aggregated usage behavior,
and helps us make better decisions on
how to improve the usability and features
of our product. This data is also used to
track how long it takes our servers to
complete actions like open files, which
helps us measure service health and
up/downtime.

Mixpanel Privacy

Mixpanel GDPR

N/A Third party content providers

Data/Purpose:Optional content or activity
a teacher may add to a lesson such as a
YouTube or other embedded content a
user voluntarily adds. We cannot control
what data a third party directly collects via
the content when a teacher or student
decides to include it in a lesson. For
premium content that SMART provides
however, we only report anonymous
usage to the third-party publisher.
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for automatiserade datorprocesser |
realtid (tillfalligt)

Firebase sekretess

Firebase GDPR

Analys av inloggade studenter

Typ Anonym
Var Vem

Kanada Smart Technologies
ULC

Information/syfte:  Nodvandig  for
produktférbattring och dvervakning av
tjanst. Vi anvander Mixpanel som vart
personuppgiftsbitrade for detta.
SLS-villkor

GDPR - EC Adequacy Decision

USA  Mixpanel, Inc.

Information/syfte:  Nodvandig  for
produktutforbattring och 6Gvervakning
av tjanst. Mixpanel tilldter oss att
analysera hur vara avidentifierade
anvandare interagerar med Lumio.
Det &r designat for att identifiera
trender, forsta sammanslagna
aggregerade anvandarbeteenden och
hjalper oss att ta béattre beslut kring
hur anvandarvanligheten och
funktioner | var produkt kan forbattras.
Denna information anvands aven for
att méata hur lang tid det tar for vara
servrar att slutféra handlingar so matt
Oppna filer, vilket hjélper oss méata
tjanstens status och up/downtime.
Mixpanel sekretess

Mixpanel GDPR

N/A tredje part som
tillhandahaller innehall

Information/syfte: Valfritt innehall eller
valfri aktivitet som en larare lagger till
en lektion, sdsom en YouTube-video
eller annat inbaddat innehall en
anvandare frivilligt lagger till. Vi kan ej
kontrollera vilken information tredje
part samlar in direkt via den innehallet
nar en larare eller student beslutar att
inkludera innehallet i en lektion. For
premiuminnehall SMART
tillhandahaller galler dock att vi bara
rapporterar anonymt anvandande till
tredje part.

OC_UK/115148042.2



USA Sentry.io
Data/Purpose:

0] Lesson ID (no PII)

(ii) User ID and Session IDs
(hashed and salted to maintain
anonymity)

(i)  request header (application and
version, platform, operating
system, browser, language, date
and time)

(iv) bread crumbs (last pages visited
and links clicked)

Optional User Error Reporting: After
automatic error reporting is complete,
users are given the option to provide their
name, email address, and additional
information about the error. Users are
also asked if they wish SMART to follow
up with them. This optional personal
information is stored in Salesforce
(located in the United States) and shared
with our customer support team.

TEACHER/ADULT, SIGNED IN
Teacher Account

Type Anonymous
Where Who

SMART
Technologies ULC

Canada

Data/purpose: Required account details:
display name, name, email, public profile
picture. language preference. Required
account profile settings: opt-ins, user
type, location.

SLS Terms

GDPR - EC Adequacy Decision

Global Microsoft, Inc.

Data/Purpose:  Required if you use
Microsoft as your single-sign-on (SSO)
provider to access Lumio. Microsoft
provides SMART with required account
details.

Microsoft SSO
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USA  Sentry.io
Information/syfte:

() Lektions-1D (ingen PII)

(i)  Anvandar-ID och sessions-ID
(hashed och salted | syfte att
bibehalla anonymitet)

(iii) Request header (application
och  version, plattform,
operativsystem, webblasare,
spark, datum och tid)

(iv) Bread crumbs (senast
besokta sidorna och klickade
lankar)

Valfri rapportering av anvéandarfel:
Efter att en automatiserat felrapport ar
sammanstdlld sa ges anvandare
mojligheten att bidra med sina namn,
e-post adresser samt annan
tillaggsinformation kring felet.
Anvandare ombeds dven svara pd om
devil att SMART go6r en uppfdljning
med dem. Dessa valfria
personuppgifter lagras | Salesforce
(lokaliserat i USA) och delas med vart
kundtjanst-team.

LARARE/MYNDIG, INLOGGAD
Lararkonto

Typ Anonym
Var Vem

Kanada Smart Technologies
ULC

Information/syfte: Nodvandiga
kontodetaljer: visningsnamn, namn,
s-post adress, public profilbild,
sprakpreferenser. Nodvandiga
kontoinstéallningar, opt-ins,
anvandartyp, plats.

SLS-villkor

GDPR -EC Adequacy Decision
Globalt Microsoft, Inc.
Information/syfte: Nodvéndig om du
anvander  Microsoft ~som  din
tillhandahallare for single-sign-on
(SSO) for atkomst till Lumio. Microsoft
tillhandahaller SMART med
nddvéndiga kontodetaljer.
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Microsoft Privacy
Microsoft GDPR

Global Google LLC

Data/Purpose: Required if you use
Google as your single-sign-on (SSO)
provider to access Lumio. Google
provides SMART with required account
details.

Google SSO

Google Privacy

Google GDPR

Amazon Web
Services, Inc.

USA/Germany

Data/Purpose: Required for storage. We
offer both an American and European
data storage option.

AWS Privacy

AWS GDPR

Using Lumio as a Signed-In Teacher
(Teacher creted content)

Type Anonymous
Where Who

SMART
Technologies ULC

Canada

Data/Purpose:  Generated  Content
(lessons and activities created by a
teacher). Self-chosen class names.

SLS Terms

GDPR - EC Adequacy Decision

USA/Germany Amazon Web Services,
Inc

Data/Purpose: Required for storage. We
offer both an American and European
data storage option.

AWS Privacy

AWS GDPR

USA/Belgium Firebase (Google LLC)

Data/Purpose: Required for basic
functionality (Firebase is a Backend-as-
a-Service (BaaS) cloud-computing
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Microsoft SSO
Microsoft Privacy
Microsoft GDPR

Global Google LLC

Information/syfte: Nodvandig om du
anvander Google som din
tilhandahdllare for single-sign-on
(SSO) for atkomst till Lumio. Google
tilhandahaller SMART med
nodvéndiga kontodetaljer.

Google SSO

Google Privacy

Google GDPR

USA/Germany Amazon Web
Services, Inc.

Innehdll/syfte: Nodvandig for lagring.
Vi erbjuder bade amerikanska och
europeiska dalalagringsalternativ.
AWS sekretess

AWS GDPR

Att anvanda Lumio som inloggad
larare (innehall skapat av lararen)

Typ Anonym
Var Vem

SMART
Technologies ULC

Canada

Innehall/syfte: Genererat innehall
(lektioner och aktiviteter skapade av
en larare). Sjalvvalda klassnamn.
SLS-villkor

GDPR- EC Adequacy Decision

USA/Germany Amazon Web
Services, Inc

Information/syfte: Nodvandig for
lagring. Vi erbjuder bade amerikanska
och europeiska
dalalagringsalternativ.

AWS sekretess

AWS GDPR

USA/Belgium Firebase (Google
LLC)

Information/syfte:  Nodvandig  for

grundfunktionalitet  (Firebase  ar
Backend-as-a-service (BaaS) cloud-
computing-l6sning som vi anvander
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solution we use for real time (temporary)
automated computer processing).
Firebase Privacy

Firebase GDPR

Signed-In Teacher Analytics

Type Pseudonymized
Where Who

SMART
Technologies ULC

Canada

Data/Purpose: Required for product
improvement and service monitoring. We
use Mixpanel as our processor for this.
SLS Terms

GDPR - EC Adequacy Decision

USA  Mixpanel, Inc.

Data/Purpose: Required for product
improvement and service monitoring.
Mixpanel allows us to analyze how our
de-identified users interact with Lumio. It
is designed to identify trends, understand
common aggregated usage behavior,
and helps us make better decisions on
how to improve the usability and features
of our product. This data is also used to
track how long it takes our servers to
complete actions like open files, which
helps us measure service health and
up/downtime.

Mixpanel Privacy

Mixpanel GDPR

N/A Third party content providers

Data/Purpose:Optional content or activity
a teacher may add to a lesson such as a
YouTube or other embedded content a
user voluntarily adds. We cannot control
what data a third party directly collects via
the content when a teacher or student
decides to include it in a lesson. For
premium content that SMART provides
however, we only report anonymous
usage to the third-party publisher.

USA  Sentry.io
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for automatiserade datorprocesser i
realtid (tillfalligt)

Firebase sekretess

Firebase GDPR

Analys av inloggade larare

Typ Pseudomiserad
Var Vem

Kanada Smart Technologies
ULC

Information/syfte:  Nodvandig  for
produktférbattring och dvervakning av
tjanst. Vi anvander Mixpanel som vart
Personuppgiftsbitrade for detta.
SLS-villkor

GDPR - EC Adequacy Decision

USA  Mixpanel, Inc.

Information/syfte:  Nodvandig  for
produktutforbattring och 6Gvervakning
av tjanst. Mixpanel tilldter oss att
analysera hur vara avidentifierade
anvandare interagerar med Lumio.
Det &r designat for att identifiera
trender, forsta sammanslagna
aggregerade anvandarbeteenden och
hjalper oss att ta béattre beslut kring
hur anvandarvanligheten och
funktioner | var produkt kan forbattras.
Denna information anvands aven for
att méata hur lang tid det tar for vara
servrar att slutféra handlingar so matt
Oppna filer, vilket hjélper oss méata
tjanstens status och up/downtime.

N/A tredje part som
tillhandahaller innehall

Information/syfte: ~ Valbart innehall
eller aktivitet som en larare kan lagga
till en lektion, sasom en YouTube-
video eller annat inbaddat innehall en
anvandare frivilligt laggar till. Vi kan ej
kontrollera vad for slags information
tredje part direkt samlar in nér en
larare eller student valjer att inkludera
den typen av innehall i en lektion. For
premiuminnehall som SMART
tilhandahaller rapporterar vi dock
bara anonymiserat anvandande till
tredje part.

USA  Sentry.io
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Data/Purpose:

0] Lesson ID (no PlI)

(ii) User ID and Session IDs
(hashed and salted to maintain
anonymity)

(i)  request header (application and
version, platform, operating
system, browser, language, date
and time)

(iv) bread crumbs (last pages visited
and links clicked)

Optional User Error Reporting: After
automatic error reporting is complete,
users are given the option to provide their
name, email address, and additional
information about the error. Users are
also asked if they wish SMART to follow
up with them. This optional personal
information is stored in Salesforce
(located in the United States) and shared
with our customer support team.

CUSTOMER DATA COLLECTED AND
PROCESSED

Where: N/A

Who: Reseller & SMART’s Regional
Office

Role: Seller

Data/Purpose: Required contact
information: organization name, e-mail,
titte, phone, address. Required order
information: product, quantity, price and
tax, delivery. Ask your local regional
reseller about their privacy policies.

Typ: Identifiable

Where: Canada

Who: SMART Technologies ULC

Role: Manufacturer

Data/Purpose: Required account

information: organization name, e-mail,
titte, phone, address, reseller, current
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Information/syfte:

0] Lektions-ID (ingen PII)

(i)  Anvandar-1D och sessions-ID
(hashed och salted | syfte att
bibehalla anonymitet)

(iii) Request header (application
och  version, plattform,
operativsystem, webblasare,
spark, datum och tid)

(iv) Bread crumbs (senast
besokta sidorna och klickade
lankar)

Valfri rapportering av anvéandarfel:
Efter att en automatiserat felrapport ar
sammanstdlld sa ges anvandare
modjligheten att bidra med sina namn,
e-post adresser samt annan
tillaggsinformation kring felet.
Anvandare ombeds dven svara pd om
de vill att SMART gor en uppfdljning
med dem. Dessa valfria
personuppgifter lagras | Salesforce
(lokaliserat i USA) och delas med vart
kundtjanst-team.

KUNDDATA SO SAMLAS IN OCH
BEHANDLAS

Var: N/A

Vem: Aterforsaljare och SMART:s
regionkontor

Roll: Saljare

Information/Syfte:
kontaktinformation:
organisationsnamn, e-post-adress,
befattning, telefonnummer, adress.
Nodvandig orderinformation: produkt,
antal, pris och skatt, leverans. Fraga
din regionala aterforsaljare om deras
sekretesspolicy.

Nodvandig

Typ: Identifierbar
Var: Kanada
Vem: SMART Technologies ULC
Roll: Tillverkare
Information/Syfte:

kontoinformation:
organisationsnamn,

Nodvandig

e-post-adress,
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subscriptions. Required order
information: product, quantity, price and
tax, delivery. Required admin portal
information for license provisioning:
licenses and activations, teachers’, and
admins’ first and last names (can provide
non-Pll version to comply with GDPR)
and e-mail address, and class names
(can be non-Pll version to comply with
GDPR).

SLS Terms

GDPR - EC Adequacy Decision

Typ: Identifiable

Where: Canada
Who: Blue Ocean Contact Centers, Inc.
Role: Support

Data/Purpose: Optional. Blue Ocean is a
subcontractor providing live (telephone,
e-mail, and web) support. Information
collected includes organization name,
caller name (can use company title only if
preferred for GDPR reasons), e-mail (can
provide non-Pll version to comply with
GDPR), title, phone, address and a
description of the issue and any shared
details to help solve the problem. Calls
are recorded.

Blue Ocean Privacy

GDPR - EC Adequacy Decision

Typ: Identifiable

Where: USA/Germany

Who: Amazon Web Services, Inc..

Role: Processing, Back Office
Data/Purpose: Required for product
infrastructure including the hosting of

support call recordings.

AWS Privacy
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befattning, telefonnummer, adress,
aterforsaljare, nuvarande
prenumerationer. No6dvandig
orderinformation: produkt, antal, pris
och skatt, leverans. No&dvandig

administrativportalinformation for
licenseringsutgivande: licens och
aktivering, larares och

administratérers for- och efternamn
(kan ge ut icke-Pll versioner |
efterlevnadssyfte med GDPR) och e-
post-adresser and klassnamn (kan
vara icke-PlII versioner I
efterlevnadssyfte med GDPR).

SLS-villkor
GDPR - EC Adequacy Decision

Typ: Identifierbar
Var: Kanada

Vem: Blue Ocean Contact Centers,
Inc.

Roll: Support

Information/Syfte: Valfri. Blue Ocean
a ren underleverantdr som bistar med
live (telefon, e-post och pa internet)
support. Insamlade uppgifter
inkluderar organisationsnamn, namn
pa den som ringer  upp
(foretagsbefattning kan anvéndas |
GDPR-syfte), e-post (kan ge ut icke-
Pl versioner i efterlevnadssyfte med
GDPR), befattning, telefonnummer,
adress och en Dbeskrivning av
problemet och de detaljer som delats
| syfte att I6sa problemet. Samtalen
spelas in.

Blue Ocean sekretess
GDPR - EC Adequacy Decision

Typ: Identifierbar

Var: USA/Tyskland

Vem: Amazon Web Services, Inc..
Roll: Behandling, back office
Information/Syfte:  Nddvandig  for
produktinfrastruktur, inklusive hosting

av samtal med supporten.

AWS sekretess
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AWS GDPR

Typ: Identifiable

Where: USA

Who: Google, LLC.

Role: Processing, Back Office

Data/Purpose: Optional. Only used for
processing of support forms. Google
Forms are used when a purchaser is
engaged with our Field Services (i.e.,
onsite support).

Google Privacy
Google GDPR

Typ: Identifiable

Where: USA
Who: Microsoft, Inc.
Role: Processing, Back Office

Data/Purpose:  Required for  our
enterprise resource planning (ERP)
system, which is software to manage the
day-to-day business activities such as
accounting, procurement, project
management and  supply  chain
operations, as well as our e-mail,
PowerBI®  (data  visitation) and
SharePoint® (document management),
as well as all the other standard Microsoft
Office software titles, like Word, Excel,
etc.

Microsoft Privacy
Microsoft GDPR

Typ: Identifiable

Where: USA

Who: BigCommerce, Inc.

Role: Ordering

Data/Purpose: Optional. Only used when
a customer purchases through our e-
commerce store: customer name, e-mail,
title, phone, address, product, or service

purchased and whether payment is
received.
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AWS GDPR

Typ: Identifierbar

Var: USA

Vem: Google, LLC.

Roll: Behandling, back office

Information/Syfte: Valfri. Anvands
enbart for hantering av
supportformuldr.  Google  Forms
anvéands nar en kdpare ar engagerad
med véara Field Services dvs. support
pa plats.

Google sekretess
Google GDPR

Typ: Identifierbar

Var: USA

Vem: Google, LLC.

Roll: Behandling, back office

Information/Syfte: Nodvandig for vart
enterprise resource planning system
(ERP), vilket bestar av mjukvara som
handhar dagliga affarshandelser
sdsom redovisning, anskaffning,
projektledning, var e-post PowerBI®
(data visitation) och SharePoint®
(dokumenthantering), samt alla andra
standardprogram i Microsoft Office-
suiten, som Word, Excel och sa
vidare.

Microsoft sekretess
Microsoft GDPR

Typ: Identifierbar

Var: USA

Vem: BigCommerce, Inc.

Roll: Ordrar

Information/Syfte: Valfri. Anvands
enbart nar en kund handlar genom var
e-handelsfunktion: kundens namn, e-

post adress, befattning,
telefonnummer, adress, produkt eller
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BigCommerce Privacy
BigCommerce GDPR

Typ: Identifiable

Where: USA

Who: Stripe, Inc. and Stripe Payments
Europe, Ltd.

Role: Ordering

Data/Purpose: Optional. Only used when
a customer purchases through our e-
commerce store using a credit card:
customer name, e-mail, title, phone,
address, product, or service purchased,
credit card details. Residents of the
European Economic Area (EEA), the UK
and Switzerland. The entity responsible
for the collection and processing of credit
card personal data for residents of the
EEA, the UK and Switzerland is Stripe
Payments Europe, Ltd., a company
incorporated in Ireland and with offices at
1 Grand Canal Street Lower, Grand
Canal Dock, Dublin. To exercise your
rights, the Data Protection Officer may be
contacted via dpo@stripe.com.

Stripe Privacy
Stripe GDPR

Typ: Identifiable
Where: USA
Who: Salesforce.com, Inc.

Role: Ordering, Marketing, Channel
Support

Data/Purpose: Required order
information (product, quantity, price and
tax, delivery). Required for our customer
relationship management (CRM).
Required to allow our authorized
distributors and resellers to work together
with SMART. Basic customer and
purchase information is shared between
SMART and its authorized distributors
and resellers.

Salesforce Privacy
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service som kdpts samt om betalning
mottagits.

BigCommerce sekretess
BigCommerce GDPR

Typ: Identifierbar
Var: USA

Vem: Stripe, Inc. and Stripe
Payments Europe, Ltd.

Roll: Ordrar

Information/Syfte: Valfri. Anvands
enbart nar en kund handlar genom var
e-handelsfunktion med kreditkort:
kundens namn, e-post adress,
befattning, telefonnummer, adress,
produkt eller service som kopts,
kreditkortsdetaljer. Innevanare i EES,
Storbritannien och Schweiz. Den part
som har ansvaret for insamling och
behandling av personuppgifter fran
kreditkort for innevanare | EES,
Storbritannien och Schewiz &r Stripe
Payments Europe, Ltd., ett foretag
registrerat i Irland med kontorsadress
1 Grand Canal Street Lower, Grand
Canal Dock, Dublin. For att tillvarata
dina rattigheter, dataskyddsombud
kan nas pa dpo@stripe.com

Stripe sekretess
Stripe GDPR

Typ: Identifierbar
Var: USA
Vem: Salesforce.com, Inc.

Roll: Ordrar, marknadsféring, support
for kanaler

Information/Syfte: Nédvandig
orderinformation (product, antal, pris
och skatt, leverans). Nodvandig for
var customer relationship manager
(CRM). Nodvandig for att tillata vara
auktoriserade distributérer ch
aterforsaljare att arbeta tillsammans
med SMART. Grundlaggande
kundinformation och information om
kop delas mellan SMART och dess
auktoriserade distributorer och
aterforsaljare.

OC_UK/115148042.2


mailto:dpo@stripe.com
mailto:dpo@stripe.com

Salesforce GDPR

Typ: Identifiable

Where: USA
Who: HubSpot, Inc.
Role: Marketing

Data/Purpose:  Optional. We use
HubSpot, which is a customer
relationship management (CRM), for
individuals that have expressly opted in
to receive certain communications, such
as marketing, training, news, and offers
from us.

Hubspot Privacy
Hubspot GDPR

Typ: Identifiable.
Where: USA

Who: Mixpanel, Inc.
Role: Monitoring

Data/Purpose: Required for product
improvement and service monitoring.
Mixpanel allows us to analyse how our
de-identified  users interact  with
Notebook. It is designed to identify
trends, understand common aggregated
usage behaviour, and helps us make
better decisions on how to improve the
usability and features of our product. This
data is also used to track how long it
takes our servers to complete actions like
open files, which helps us measure
service health and up/downtime.

Mixpanel Privacy
Mixpanel GDPR

Typ: Pseudonymized.

Where: USA

Who: Gainsight, Inc.
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Salesforce sekretess
Salesforce GDPR

Typ: Identifierbar
Var: USA

Vem: HubSport, Inc.
Roll: Marknadsforing

Information/Syfte: Valfri. Vi anvander
HubSport, ett customer relationship
management-verktyg (CRM), for
individer som har uttryckligen godként
att de dnskar motta viss information,
sdsom  marknadsféring,  traning,
nyheter och erbjudanden fran oss.

Hubspot sekretess
Hubspot GDPR

Typ: Identifierbar
Var: USA

Vem: Mixpanel, Inc.
Roll: Overvakning

Information/Syfte: ~ Noédvandig for
produktutférbattring och 6vervakning
av tjanst. Mixpanel tilldter oss att
analysera hur vara avidentifierade
anvandare interagerar med
Notebook. Det ar designat for att
identifiera trender, forsta
sammanslagen aggregerat
anvandarbeteende och hjalper oss att
ta  battre  beslut kring  hur
anvandarvanligheten och funktioner |
var produkt kan forbattras. Denna
information anvands aven for att méata
hur lang tid det tar for vara servrar att
slutféra handlingar so matt 6ppna
filer, vilket hjalper oss méta tjanstens
status och up/downtime.

Mixpanel sekretess
Mixpanel GDPR

Typ: Pseudomiserad
Var: USA

Vem: Gainsight, Inc.
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Role: Marketing Roll: Marknadsféring

Data/Purpose: Applicable only to USA Information/Syfte: Géller bara for
customers. We use Gainsight, which is a kunder baserade i USA. Vi anvander
customer relationship  management Gainsight, ett customer relationship
(CRM) tool, for e-mail (name, e-malil management- verktyg (CRM), for
address, company information) marknadsforing via e-post (namn, e-
marketing to individuals and post adress, foretagsinformation) till
organizations. individer och organisationer.
Gainsight Privacy Gainsight sekretess

Typ: Identifiable. Typ: Identifierbar
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Footnotes

(1) Where the data exporter is a processor subject to Regulation (EU) 2016/679 acting on behalf of a
Union institution or body as controller, reliance on these Clauses when engaging another processor
(sub-processing) not subject to Regulation (EU) 2016/679 also ensures compliance with Article 29(4)
of Regulation (EU) 2018/1725 of the European Parliament and of the Council of 23 October 2018 on
the protection of natural persons with regard to the processing of personal data by the Union institutions,
bodies, offices and agencies and on the free movement of such data, and repealing Regulation (EC)
No 45/2001 and Decision No 1247/2002/EC (OJ L 295, 21.11.2018, p. 39), to the extent these Clauses
and the data protection obligations as set out in the contract or other legal act between the controller
and the processor pursuant to Article 29(3) of Regulation (EU) 2018/1725 are aligned. This will in
particular be the case where the controller and processor rely on the standard contractual clauses
included in Decision 2021/915.

(2) The Agreement on the European Economic Area (EEA Agreement) provides for the extension of
the European Union’s internal market to the three EEA States Iceland, Liechtenstein and Norway. The
Union data protection legislation, including Regulation (EU) 2016/679, is covered by the EEA
Agreement and has been incorporated into Annex Xl thereto. Therefore, any disclosure by the data
importer to a third party located in the EEA does not qualify as an onward transfer for the purpose of
these Clauses.

(3) As regards the impact of such laws and practices on compliance with these Clauses, different
elements may be considered as part of an overall assessment. Such elements may include relevant
and documented practical experience with prior instances of requests for disclosure from public
authorities, or the absence of such requests, covering a sufficiently representative time-frame. This
refers in particular to internal records or other documentation, drawn up on a continuous basis in
accordance with due diligence and certified at senior management level, provided that this information
can be lawfully shared with third parties. Where this practical experience is relied upon to conclude that
the data importer will not be prevented from complying with these Clauses, it needs to be supported by
other relevant, objective elements, and it is for the Parties to consider carefully whether these elements
together carry sufficient weight, in terms of their reliability and representativeness, to support this
conclusion. In particular, the Parties have to take into account whether their practical experience is
corroborated and not contradicted by publicly available or otherwise accessible, reliable information on
the existence or absence of requests within the same sector and/or the application of the law in practice,
such as case law and reports by independent oversight bodies.

Fotnoter

(1) Om uppgiftsutféraren ar ett personuppgiftsbhitrade som omfattas av férordning (EU) 2016/679 och
som agerar p& uppdrag av en unionsinstitution eller ett unionsorgan som personuppgiftsansvarig,
sakerstaller anvandningen av dessa klausuler vid anlitande av ett annat personuppgiftsbitrade (som
underentreprentr) som inte omfattas av foérordning (EU) 2016/679 &ven 6verensstammelse med artikel
29.4 i Europaparlamentets och radets forordning (EU) 2018/1725 av den 23 oktober 2018 om skydd for
fysiska personer med avseende pa behandling av personuppgifter som utférs av unionens institutioner,
organ och byraer och om det fria flodet av sddana uppgifter samt om upphavande av forordning (EG)
nr 45/2001 och beslut nr 1247/2002/EG (EUT L 295, 21.11.2018, s. 39), i den utstrackning som dessa
klausuler och de skyldigheter i fraga om uppgiftsskydd som faststalls i avtalet eller en annan rattsakt
mellan den personuppgiftsansvarige och personuppgiftsbitradet i enlighet med artikel 29.3 i férordning
(EV) 2018/1725 har samordnats. Detta kommer sarskilt att vara fallet om den personuppgiftsansvarige
och personuppgiftsbitradet anvander de standardavtalsklausuler som ingar i beslut 2021/915.

(2) Enligt avtalet om Europeiska ekonomiska samarbetsomradet (EES-avtalet) ska EU:s inre marknad
utvidgas till att omfatta de tre EES-staterna Island, Liechtenstein och Norge. Unionens
dataskyddslagstiftning, inbegripet forordning (EU) 2016/679, omfattas av EES-avtalet och har inforlivats
i bilaga XI till avtalet. Om uppgiftsinféraren lamnar ut uppgifter till en tredje part inom EES ska detta
darmed inte betraktas som en vidare dverforing vid tillampning av dessa klausuler.
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(3) Nar det galler konsekvenserna av sadana lagar och forfaranden for efterlevnaden av dessa klausuler
kan olika aspekter anses utgtra en del av den 6vergripande bedémningen. Sadana aspekter kan
omfatta relevant och dokumenterad praktisk erfarenhet av tidigare begdranden om utldamning av
uppgifter fran offentliga myndigheter, eller avsaknad av sadana begaranden, som tacker en tillrackligt
representativ tidsram. Detta galler sarskilt interna register eller annan dokumentation som upprattats
kontinuerligt i enlighet med tillborlig aktsamhet och som godkéants pa ledningsniva, under férutsattning
att denna information kan delas med tredje parter pa ett lagligt satt. Om denna praktiska erfarenhet
anvands som grund for slutsatsen att uppgiftsinféraren inte kommer att hindras fran att uppfylla kraven
i dessa klausuler maste den stodjas av andra relevanta, objektiva aspekter, och parterna maste
noggrant dvervaga huruvida dessa aspekter tillsammans har tillréckligt stor vikt, vad galler deras
tillforlitighet och representativitet, for att underbygga denna slutsats. Parterna maste i synnerhet ta
hansyn till huruvida deras praktiska erfarenhet bekraftas och inte motséags av offentligt tillganglig eller
pa annat satt atkomlig och tillforlitlig information om forekomst eller avsaknad av begaranden inom
samma sektor och/eller av tillampningen av lagstiftningen i praktiken, t.ex. rattspraxis och rapporter fran
oberoende tillsynsorgan.
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